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Abstract

LEBEN Abstract

Un s a t i s f a c t o r y  d i a g n o s i s  a n d 
t reatment ,  unbalanced medical 
resource allocation, poor information 

communication, and serious lag in the 
evaluation system of the disease, etc., 
are widespread problems in the current 
medical system. These problems severely 
constrain the sustainable, healthy and stable 
development of the healthcare industry. At 
the same time, a large number of technology 
companies, research institutions, and social 
security agencies wish to advance medical 
development and optimize medical experience, 
but have no idea to start. The main reason for 
this dilemma is the traditional closed system, 
which has caused the credit mechanism, 
the circulation mechanism, and the interest 
distribution mechanism to be unreasonable or 
even missing. Specifically, medical resources 
with extremely high research value can’t be 
reasonably utilized and medical knowledge 
stored in doctors’ minds is difficult to be 
spread and shared. Medical resources and 
knowledge could effectively improve the quality 
of human life and enhance the people’s 
sense of well-being, but they’re regarded by 
the industry as an inaccessible treasure due to 
various reasons.

Through in-depth research, LEBEN 
creates a disruptive value system of the 
medical industry, clearly defines the three main 
value carriers (knowledge, data, and computing 
power), and proposes a “Projection of 
Thought” system to spread out the ontology 
cognition and the digital world conversion 
channel. Based on the blockchain and smart 
contract technology, LEBEN builds a 
value mobile platform and designs a "dual 
track" monetary economy system, expands 
medical value series, so as to provide 
energy for all links of the medical industry 
chain. Thus, a continuously flowing and 
expanding economic cycle system is 
established thanks to LEBEN. Around the 
multiple-links and multiple parties, LEBEN 
also establishes a complete ecosystem 
including empowerment ecological layers 
and innovation ecological layers to form an 
ecological gravitation, and promotes the new 
models and new forms of business operation 
for the transformation and upgrading of the 
medical industry. LEBEN further proposes 
an open, transparent, efficient and 
sustainable development governance system 
to ensure the reasonableness and justice of 
multi-party’s interests and support its 
efficient and stable operation.

The birth and development of LEBEN project not only provide a new platform for 
the construction of the credit system in the medical industry, but reshape the medical 
knowledge acquisition & optimization methods, data exchange and sharing channels, so 
that every participant on the platform becomes a platform through collaboration. 
Innovation and real-world practices promote the development of the global medical system 
quickly, and provide more momentum for the improvement of the well-being of all 
humankind.
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Terminology

LEBEN Terminology

Global Medical Resource Homogenization: 
It’s the average distribution features of 
medical resources in different countries and 
regions around the world. Medical resources 
refer to the sum of production factors for 
providing medical services, usually including 
medical staff, medical expenses, medical 
institutions, medical beds, medical facilities, 
equipment, knowledge, skills and information, 
etc. Homogenization includes four aspects: (1) 
supply-side homogenization: medical institutions 
such as doctors or hospitals can provide more 
medical services to patients; (2) demand-
side homogenization: treatments of patients 
are no longer affected by objective factors 
such as distance and geography, forming a 
borderless and flat medical environment; (3) 
medical knowledge homogenization: a large 
amount of medical knowledge can be equally 
shared without the limitation of borders, so as 
to provide a large amount of data or case for 
doctors to re-learn; (4) service homogenization: 
medical services are homogenized to provide 
satisfactory patient experience.

Democratic Medical: It’s a patient-oriented 
medical model, where patients can actively 
participate in the process, fully understand and 
master his own data, and make judgments with 
doctors. 

Universal Health Coverage: Universal 
Health Coverage is a concept put forward 
by the United Nations in 2013 with the goal 
of ensuring that all people have access to 
the health services they need without great 
economic risks or falling into poverty.

Medical Data Interoperability: Data can be 
effectively exchanged between two or more 
different medical information systems or system 

modules, and also be used meaningfully.

Large-scale Medical Research Collaboration: 
Globally, more institutions and individuals can 
become enable to participate in collaborative 
medical research by sharing and exchanging 
medical data and knowledge.

Hierarchical Data Exchange: Different 
medical data have different weights in terms 
of privacy protection. According to the 
sensitivity and security requirements of medical 
data information, medical data is classified 
hierarchically. Different levels of medical data 
are implemented by different cryptography to 
guarantee data exchange. At the same time, 
the data exchanged is available to use but is 
invisible to the data consumer.

Projection of Thought: Based on cognitive 
computing, it constructs a mapping bridge from 
ontology cognition to digital world, implements 
the execution, communication, reasoning, 
decision making, planning, learning, reflection, 
supervision and other high-level behaviors of 
medical knowledge, and supports the self-
evolution of medical knowledge thinking 
projection to make more high-value medical 
knowledge be utilized extensively.

Medical Knowledge Computing: By adopting 
cognitive intelligence-based medical intelligence 
technology and computer description language, 
and following evidence of clinical practice, we 
extract doctors’ knowledge into contracts for 
automated execution, which is the process of 
medical knowledge computing.

Fault-Tolerant Data Cleaning: Remove fault-
tolerant reduplicated data or invalid data to 
ensure the consistency, integrity and accuracy 
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of data, and improve data quality. The fault- 
tolerant data has different meanings for 
different structures. For text data, it refers to the 
semantically identical data; for unstructured data 
such as image/video, it refers to the image/
video data that changing the encoding format 
or resolution, rotating, embedding watermark or 
text. 

Hexahedron Data Model: It’s a unified 
data model for unstructured data that can unify 
unstructured medical data such as images, 
audio, video, text, etc. The model uses six 
sides to describe the elements of unstructured 
data and the internal relationship among these 
elements. The six sides respectively describe 
the basic attributes, semantic features, data 
features, exchange features, dynamic features 
and the raw data.

PROforma: It’s a development environment 
that supports knowledge, cognitive models, and 
description languages of decision systems. It 
has evolved to the second generation. Through 
mathematical expressions, it provides a 
complete set of operational tools for designing, 
testing, and developing medical procedures to 
support physicians in editing and using clinical 
decision support and auxiliary systems.

Interactive Smart Contracts: In order to meet 
the inquiries, screening, diagnosis, treatment 
and recovery processes in the healthcare 
industry, LEBEN adopts an intermediary layer 
execution approach that not only makes 
smart contracts compatible with more design 
languages, but also makes them interactive. It 
allows the computerized knowledge to be well 
expressed and fulfill the needs of the medical 
industry.

Super Node: In order to complete the 
efficient and trusted exchange of decentralized 
data, computing power, and algorithm, LEBEN 
designs four kinds of super nodes in regard of 
data, computing power, algorithm and audit. 
The data super node provides a decentralized 

super database to ensure efficient data access 
on the blockchain; the computing power super 
node provides a decentralized supercomputer 
for the blockchain to fulfill the highly-distributed 
computing power demands; the algorithm 
super node provides a knowledge-calculable 
super virtual machine to complete the valuable 
exchange of knowledge while ensuring data 
security; the audit super node provides a 
medical data auditing virtual specialist to ensure 
data quality during data exchange.

Empowerment Ecological Layer: It’s the 
first layer of the LEBEN ecosystem, which 
can break the barriers among data layers 
and empower the medical industry, so as to 
enable digital assets to be freely circulated.

Innovation Ecological Layer: It’s the 
second layer of LEBEN ecosystem, which 
can stimulate the development, application 
and promotion of DApp under various 
medical business scenarios, promote the 
continuous innovation of the medical 
industry business and finally realize the 
reshaping of the business model in the 
healthcare industry.

LEBEN Terminology
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Due to the imbalance in the distribution of 
medical resources and the inequality of medical 
service quality, the right to health has become 
an extremely unequal right. It’s hard for 
millions of people to access medical services. 
Even when they do attain the access to medical 
services, the cost is extremely expensive and 
the quality is unsatisfactory.

Facing the imbalance of global medical 
development, medical Big Data and Artificial 
Intelligence technology are expected to be 
utilized to improve the status quo. However, 

● Half of the world’s 7.3 billion people do not have access to basic health services.

● There is a shortage of approximately 12.9 million medical practitioners in the world.

● There are 32.3 doctors and 41.7 nurses per 10,000 people in Europe. In Africa, there are
only 2.4 doctors and 10.7 nurses per 10,000 people. The situation in sub-Saharan Africa
and Southeast Asia is even more serious.

● In underdeveloped countries, the wealthiest mothers and babies receive the necessary
maternal and child health intervention services that are 4.5 times the services available to
the poorest mothers and babies.

● Every second, 3 people fall in extreme poverty because of the medical expenses. Every
year, 800 million people face serious financial difficulties due to healthcare expenditures.

according to McKinsey’s assessment report, 
the application of big data in the medical 
industry is obviously behind other industries, 
only achieving its potential value of 10% - 20%. 
In the United States, where medical information 
technology is the most advanced, only 8% of 
electronic medical records have been used, 
and most of the medical big data application 
targets set by them have failed. The medical 
industry is regarded as a relatively closed and 
conservative industry, and its uniqueness has 
led to many problems and challenges in the 
development of medical data.

Background

LEBEN Background

The right to health is a fundamental human right, and medical service as a basic 
public service has a very simple goal of action: everyone, wherever they are, can obtain 
decent and effective healthcare service without being trapped in financial difficulties. 

However, the World Health Organization (WHO) and the World Bank’s 2017 [1][2]report 
show a worrying situation of the world in terms of the distribution of medical resources and 
the accessibility of medical services:
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1 The contradiction between the 
requirements of big data integrity 

and the current situation of 
medical data fragmentation.

Compared with other industries, the 
medical industry has very high requirements 
for data integrity. The definition of medical big 
data basically covers a person’s entire life 
cycle, including the individual’s health status, 
living habits, diagnosis and treatment behavior, 
mental health, and environmental factors, etc. 
However, the vast majority of global medical 
data is scattered in various medical institutions 
in the form of “data silos”. It is difficult to 
effectively exchange and share data among 
different medical institutions, medical and 
other related institutions. For example, data 
from the government, insurance companies, 
pharmaceutical companies, and medical 
device suppliers are isolated from each other 
and cannot be effectively integrated, resulting in 
insufficient medical data integrity.

3 The explosive growth  
of medical knowledge  
is difficult to share and  

flow effectively.

The explos ive growth of medical 
knowledge and data has surpassed the 
processing power of the human brain, making 
it difficult for doctors to integrate all relevant 
information and make decisions about 
diagnosis and treatment. At the same time, 
static medical knowledge requires a long 
accumulation time. But it’s difficult to extract 
after it is formed, and more difficult to be 
assetized for effective sharing and exchange. 
This further exacerbates regional medical 
level differences due to uneven resource 
distribution. In addition, because there is no 
corresponding support technology, medical 
data interoperability is poor, and other medical 
practitioners can hardly participate in and 
integrate their knowledge to achieve systematic 
self-improvement of medical knowledge.

Wi th the technica l  progress,  the 
blockchain and smart contract technology 
have brought new perspectives and ideas to 
solve the trusted exchange, assetization and 
effective sharing of medical data, enabling 
the safe and efficient interconnection among 
medical resources and medical data. The 
blockchain establishes an objective and 
tamper-resistant medical data usage tracking 
and control mechanism from a technical level, 
and builds up medical data usage credit and 
medical knowledge flow platforms. Meanwhile, 
by realizing the computing of medical 
knowledge, smart contract promotes its flow 
and sharing, and narrows the service level gap 
among regions. The new round of pursuit of 
health and life quality with a new generation of 
information technology has become the second 
information technology revolution in the medical 
field.

2 Data ownership is  
complicated,  

and personal privacy is not 
effectively protected.

Medical data comes from various 
sources and contain var ious part ies’ 
contribution of knowledge and wisdom, which 
makes the data’s ownership complex and 
difficult to be divided. At the same time, under 
the centralized management mode, there lack 
tracking and control of the usage for medical 
data. Problems of abusing personal privacy 
data and tampering with patient medical 
records or diagnostic records often arise. In 
addition, the traditional storage method is not 
safe enough. Once there appears a problem in 
one link, the entire data security is challenged, 
resulting in personal privacy medical data being 
leaked.

LEBEN Background
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The LEBEN platform focuses on solving the pain points of medical data trusted 
exchange and sharing, and visualized medical knowledge exchange and sharing. It also 
removes the barriers of data sharing among various medical institutions, so as to 
realize the secure exchange, compensated sharing and controllable transmission of 
medical data on a global scale.

LEBEN Background

Based on the technical system, the LEBEN platform differentiates the 
ownership, usage rights and execution rights of medical data to formally create and 
validate smart contracts, realize data exchange and sharing, and visualize medical 
knowledge exchange. Driven by business applications, it breaks the boundaries 
among different medical institutions and medical systems in different countries, and 
improves the overall medical level of the world. Inspired by the economic system, it 
enables the organizations, traditional medical information systems, and IoT health 
equipment to access the platform and maintain the healthy & orderly operation of the 
platform. Promoted by the ecosystem, it fully exploits the value of multi-source & 
heterogeneous resources to provide an organic growth environment for the storage, 
exchange and appreciation of knowledge. At the same time, with the help of a strong core 
team and fund organization, the platform will be organized and developed in an orderly 
manner.
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Objectives

LEBEN Objectives

Medical big data is an essential 
strategic resource and a crucial 
solution to solve the current medical 

problems. It is undeniable that the medical 
industry has always been a data-intensive one 
in which almost all diagnoses and processing 
can produce data. At the same time, the 
diagnosis of the disease needs to be supported 
by a large number of theoretical explorations 
and practical tests. Therefore, obtaining similar 
case experience (medical knowledge) from 
medical records is the best way for medical 
students to learn, which is the original intention 
of the evidence-based medicine. Medical 
and information sciences have been closely 
intertwined in the past decades. From medical 
informatization to nowadays big data-driven 
precision medicine, information technology is 
pushing for innovation in medical methods, 
and medical data has actually become a new 
factor of production. Under the upsurge of 
medical informatization and big data, medical 

health big data showed explosive growth: from 
complex high-resolution medical imaging data 
to simple real-time medical data from smart 
wearable devices. All kinds of multi-source & 
heterogeneous medical health big data are 
growing rapidly, and the healthcare field has 
become one of the fastest growing areas of 
data. With the features of large volume and 
complex type, it also produces digital images 
of human health in real time, which has a huge 
effect on disease control and prevention, new 
drug research and fighting against chronic 
diseases for the whole world.

LEBEN adopts formalized form to 
create, validate and execute smart contracts, 
to realize the visualization, sharing, interaction 
and usage tracking of medical knowledge, 
and ensure trusted sharing of medical 
knowledge through its life cycle.

LEBEN organically integrates medical industry knowledge, physician’s professional 
medical experience, disease diagnosis and treatment processes into a visualized smart 
contract with semantic information, to support diagnostic decisions for other physicians 
and medical institutions. In this way, it greatly facilitates the flow and dissemination of medical 
big data and medical knowledge, infinitely magnifies the value of medical data, and solves the 
imbalance of medical resources distribution in the world.

LEBEN provides a reliable, secure, easy-to-share, audit-ready, and flexible charging 
mechanism for doctors to use a variety of data such as case data, diagnostic results, and peer 
knowledge to complete a diagnosis and treatment service. In order to better protect the 
patient’s private information and data security of medical institutions, LEBEN has developed a 
comprehensive privacy protection mechanism and audit trail process. At the same 
time, for difficult cases, it can accept the diagnosis from many authoritative doctors, and based 
on the diagnosis and treatment effect, patients could pay directly to the doctor with the optimal 
treatment plan. Therefore, the patients and medical knowledge contributors on the platform will 
attain the greatest benefit, which will maintain the sustainable development of the platform, and 
achieve a triple-win effect.
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Design Concept review and data verification through the 
organization to realize a new mode that can 
remove the  intermediaries, increase data 
security, save time and cost. The owner’s 
rights can also be protected while sharing.

● Guarantee the long-term healthy
development of the data sharing
chain. The transaction and quantification
mechanism of the blockchain itself allow
data users and owners to take their
own needs, forming the initial exchange
motivation. In order to ensure its long-
term healthy development, the platform
technically implements an incentive
mechanism for data exchange, so that
nodes and data will continue to be active.

● Ensure the effective and rapid flow
of medical expert knowledge. Obtain
important medical knowledge evidence on
disease and health through analysis and
mining of big data in the medical and health 
fields. On the basis of breaking through the
traditional knowledge form, it’s integrated
into the smart contract and promotes its
rapid circulation with blockchain technology.

In order to maximize the value of medical 
data and knowledge on the platform, 
LEBEN confirms the design principles and 
design concepts, and builds the overall 
technical architecture of the platform.

Design Principles

Data flow and sharing are the foundation 
of the development of the data industry, but 
due to the uniqueness of the data itself and 
the unsound data transaction mechanism, the 
current data transaction development is slow. The 
data exchange blockchain can facilitate the safe 
and effective flow of data between two parties, 
ensure the legitimate rights and interests of the 
data provider, and realize the management and 
monitoring of the exchanging data.

● Protect the rights and interests of data
assets of medical and health institutions.
The birth of blockchain technology has
changed the centralized storage of medical
data. It adopts the structure of the authority

Technological System

LEBEN Technological 
System

Based on the blockchain, LEBEN adopts a new smart contract architecture to 
design a trusted technology platform for the medical industry. It takes the data 
exchange and medical knowledge flow promotion as the central task, and 

realizes the trusted exchange and processing of data without affecting data ownership 
among various parties in the medical industry, makes the sensitive data become fully 
flowed under strict protection, significantly enlarges the value of data, so as to achieve 
global medical resource homogenization.
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Design Ideas

In order to achieve the goals of the 
platform, the design ideas of the technical 
system, based on the premises of the design 
principles, is as followings.

● Universal assetization of data and
resources. A data asset is a data resource
that is owned or controlled by a business
or organization, which can bring future
economic benefits. Not all data can be
regarded as an asset. Only data that is
controllable, measurable, and monetizable
can become an asset. The fulfillment of the
realizable nature of data assets, and the
process of reflecting the value of data, are
“data assetization”. At the same time,
the storage, computing power, knowledge,
etc., of the enterprise or organization can be
assetized and realize its value on the platform.

● Trusted exchange of data and resources.
In recognition of the value of data, the
rental of data or information will have a
broad market space in the business model
with data assets as the core. Under the
guidance of the platform trading rules and
pricing standards, the data assets can flow,
and data and resource asset transactions
will be inevitably accelerated with the
construction of data exchange mechanism
and the improvement of security.

● Computability and enforceability of
medical knowledge. It adopts cognitive
computing-based formal smart contracts
to fully solve the problem of collaborative
computing of sensitive medical data and
the integration of heterogeneous resources,
so that medical knowledge will become
recordable, computable, executable and
measurable, which provides a new solution
for the application of blockchain technology
in the medical industry.

Technical Architecture

The LEBEN platform incorporates 
multi-source and heterogeneous medical 
health data to provide rapid knowledge 
exchange to medical institutions, experts and 
patients.

Heterogeneous data is a general term for 
the health data of each system on the platform. 
Effective use and analysis of the data and 
mining the hidden information can provide 
better support for medical health management. 
The primary problem for medical health data 
mining analysis is how to select high-quality 
data from the massive amount of multi-source 
and heterogeneous data generated in the 
process of hospital informationization.  
proposes projection of thought to build a bridge 
between the real world and the digital world. 
The definition, storage, transfer, and 
transformation of resources and assets on the 
Internet of Value thereby promotes the 
integration of the services between the Internet 
of Value and the traditional Internet.

Chain-based data assetization, data 
processing, data interaction and data security 
are the core technologies of the entire 
platform. LEBEN attempts to break through 
several core issues of the blockchain - 
consensus algorithm, ecological topology, 
value network protocol, underlying 
communication protocol, cooperative fusion 
computing, and upper-layer application 
ecology, in an effort to promote a broader 
application of blockchain and the Internet of 
Value. Data processing is based on the tens 
of thousands of medical data generated in 
the medical process. According to the 
characteristics of big data and massive 
medical unstructured data, the data 
processing and decision-making process are 
designed to accomplish effective storage, 

LEBEN Technological 
System
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process, query and analysis. 
    Data assetization establishes a system 

that conforms to the characteristics of its own 
business and data, and closely links with the 
business. The platform not only makes the data 
preserve and increases value, but also brings 
huge economic and social benefits in the 
process of data assetization with business 
applications. Data security protection refers to 
the security functions provided by the platform 
to support the security of the data flow, 
including data classification, data encryption, 
privacy protection, etc. It strengthens data 
isolation and fine-grained access control to 
achieve core requirements, such as “usable 
but invisible” of data.

Blockchain-based smart contracts include 
transaction processing and preservation 
mechanisms, as well as a complete state 
machine for accepting and processing various 
smart contracts; and transaction preservation 
and state processing are done on the 
blockchain. In the self-growth environment of 
the smart contract, the contract library 
generates application value through the 
programmable feature of the blockchain smart 
contract. Developers are motivated to create 
better contract libraries while reducing the 
difficulty of industrial applications. A visual smart 
contract platform is also adopted to provide 
doctors and experts with the means to formalize 
diagnostic processes and medical knowledge.

Knowledge 
Development
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Blockchain Technology

LEBEN is a distributed medical data 
platform that meets the reliability, usage and 
security requirements of medical data while 
enabling the efficient use of medical data. The 
medical knowledge sharing ecosystem 
established by LEBEN is based on blockchain 
technology, which takes advantage of its data 
privacy protection and data storage.

 The Role of Blockchain

LEBEN builds a global medical resource 
sharing platform based on the blockchain. 
While utilizing the new technology of 
blockchain, it fully considers its use scenarios 
and cope with current and predictable 
problems in a multi-chain approach.

and it must be liquidated and reconciled with 
the counterparty, resulting in slow speed and 
high cost. The payment through the blockchain 
technology is directly completed by the two 
parties, and does not involve intermediate 
institutions, even if some nodes in the network 
do not affect the operation of the entire 
system.Based on the blockchain technology, a 
universal distributed transaction protocol is 
constructed to provide global and real-time 
payment and clearing services for access 
participants, making payment convenient and 
low-cost.

     
      

      
     

    
       

        

      
       
      

     
    

LEBEN Technological 
System

- Clearing Settlement Chain
In essence, blockchain technology is a 

technical solution that does not rely on third 
parties to store, verify, transfer and communicate 
data through its own distributed nodes. 
Therefore, from the perspective of financial 
accounting, blockchain technology can be 
regarded as a distributed open decentralized 
large-scale network accounting book. Anyone 
can use the same technical standards to add 
their own information at any time, and the 
blockchain continues to meet the data entry 
needs of various needs.

The expansion of the distributed clearing 
mechanism brought by the blockchain 
technology, such as the application of clearing 
between the various entities in the LEBEN 
system, can reduce a large amount of 
management costs and improve the efficiency of 
liquidation. In the traditional trading method, each 
transaction needs to be recorded in the bank, 

- Directory Chain
The blockchain is excellent for building an 

ecosystem, since its incentive mechanism allows 
everyone to participate proactively. Individuals 
are creating data in different ways, and these 
data are fed back to individuals in the form of 
assets. LEBEN builds this ecosystem with a 
directory chain that completely records the data 
assets contributed by any organization or 
individual and shares this data in a credible way 
to benefit contributors.

The directory chain stores data assets in 
the form of metadata. Metadata is the data that 
describes objects such as information resources 
or data. Its purpose is to identify resources, 

 MFCFO tvqqpsut uif qbznfou cfibwjps jo 
uif qspdftt pg ebub fydibohf boe lopxmfehf 
tibsjoh jo uif gpsn pg cmpdldibjo- boe offet up 
tvqqpsu tubcmf dsfeju/ Pof pg MFCFO ubtlt jt 
uif qspevduj{bujpo pg lopxmfehf- ifmqjoh 
lopxmfehf qspevdfst uvso lopxmfehf joup 
qspevdut boe tfswjdft uibu vtfst bsf xjmmjoh up 
qbz gps- boe qspwjef wbmvf up vtfst/ Pomz xifo 
lopxmfehf cfdpnft b qspevdu ps tfswjdf dbo ju 
ifmq vtfst tpmwf qspcmfnt boe sfbmj{f uif 
usbotgfs pg wbmvf- boe cf qsjdfe boe tpme/ 
MFCFO dpotjefst uif wbmvf usbotgfs qspdftt pg 
lopxmfehf boe ebub- boe uif dmfbsjoh 
tfuumfnfou dibjo dpnqmfuft uif qbznfou- 
tfuumfnfou boe dmfbsjoh qspdftt jo b tjnqmf boe 
fggjdjfou nboofs/
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and anonymous online world.
    The medical industry is undergoing a 

major shift in the digitization of drugs 
(therapies), devices, services and business 
models that have contributed to the 
democratization of the current health care 
system, releasing new value by replacing high-
cost controllers and opening up areas that 
were previously inaccessible. Most countries 
have policies or strategies that target digital 
health, greatly increasing the use of digital 
health records (EHR/EMR) and other health 
information technology (HIT) systems or 
infrastructure. However, there are still many 
restrictions on the security, integrity and access 
control of personal health data, which makes 
the innovation of nursing services encounter a 
big bottleneck. When the medical industry 
struggles to balance risk and return, the 
potential application of blockchain technology 
provides a timely solution to alleviate these 
pressing needs.

  The combination of blockchain and 
medical care meets the trend of technology 
needs to support other complex application 
scenarios beyond pure digital information 
technology. The processing of electronic 
medical data is one of the hotspots of current 
blockchain research. However, the pain point 
of medical data sharing mainly lies in the 
privacy protection of patient sensitive 
information and the secure sharing of data by 
multiple organizations. LEBEN builds a targeted 
business chain with a blockchain, bringing 
innovative ideas to medical data sharing.

   LEBEN business chain is based on 
value to realize the digital democratization of 
the medical service model, and medical 
providers can better utilize the standards of 
health information technology and improve 
medical interoperability. At present, the new 
vision of the medical industry is not only in the 
channels, quality and affordability of medical 
treatment, but also in the promotion of social 
and financial inclusive predictive, preventive 
and outcome-oriented care models.With the 
emergence of more and more regulatory 
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evaluate resources, track changes in resources 
usage, and implement simple and efficient 
management of large amounts of networked 
data to achieve effective discovery and search 
of information resources, integrated organization, 
and resource management.

     The metadata is saved in the block, and 
the integrity of the metadata is ensured through 
collaborative verification. It can be divided into 
two phases, the metadata storage phase and 
the metadata validation phase. In the metadata 
storage phase, the user’s signature and copy 
location data are sent to a number of verification 
nodes, and metadata blocks are generated and 
written into the metadata blockchain. In the 
metadata verification phase, the verification 
node first checks whether the global state and 
the local state of the metadata blockchain are 
the same or not. If they are different, the state 
will be synchronized, and then the local 
metadata blockchain will be retrieved to verify 
metadata integrity.

    In the directory chain, in order to make 
users find the required data efficiently and 
quickly, an information retrieval and management 
system based on metadata is proposed. 
Combined with the professional knowledge of 
the medical field and the actual needs of users, 
it designs attribute-based shared metadata 
table structure and retrieval query method in the 
three links of metadata information extraction, 
metadata weighted index and metadata 
attribute retrieval, to improve the accurate 
retrieval rate and recall rate.

- Business Chain
The blockchain establishes a decentralized 

consensus mechanism that combines digital 
encryption and game theory, allowing participants 
to form a credible environment of mutual 
containment without any external constraints. This 
credible environment removes the need for 
external control of the centralized authorization, 
even on the basis of mutual distrust, so this 
decentralized, trusted blockchain architecture 
solves credit and governance issues in a virtual 
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decryption. Starting from these points, we can 
get some ways to improve performance, and 
optimization methods for different scenarios. 
LEBEN adopts multiple chains to deal with 
settlement, data catalog, business processing, 
etc., namely clearing settlement chain, directory 
chain and business chain. The three chains 
face the reality encountered in LEBEN, different 
chains carry different application requirements, 
and on this basis realize the medical value 
Internet.Technical Trade-off

The blockchain is a decentralized book-
based technology that needs to be 
characterized by openness, autonomy, and 
non-tamperability. Decentralization refers to the 
use of distributed accounting and storage, there 
is no centralized hardware or management 
organization, the rights and obligations of any 
node are equal, and the data blocks in the 
system are maintained by the nodes with 
maintenance functions in the whole system. In 
other words, any node in the system needs to 
calculate and store the transaction data in its 
entirety. Therefore, the blockchain is not 
scalable, that is, the overall performance of the 
system is limited by the performance ceiling of 
a single node. Even if a large number of nodes 
are added, the overall performance of the 
system cannot be improved.

Scalability is a basic feature of traditional 
distributed systems, but the scalability of the 
blockchain due to decentralization is difficult to 
meet. The industry has summarized a 
contradiction between decentralization and 
extensibility in a ternary paradox. It has not been 
rigorously proved and can only be called a 
conjecture, but in the actual system design 
process, it is always challenged: centralization, 
security and scalability. These three attributes 
cannot be satisfied by the blockchain system at 
the same time, and at most two of them can be 
selected.

The main factors affecting the performance 
of blockchain trading include consensus 
mechanism, transaction verification, broadcast 
communication,  information encryption and 

barriers and global pressure to reduce 
healthcare costs, blockchain technology is 
expected to unlock new economic advantages 
by automating medical workflow (eg claims 
ruling, bill management, income cycle 
management, drug supply chain and other 
medical contracting processes, etc.) transaction 
services by replacing high-cost controllers.
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Off-Chain Suoer Node
    The decentralized application brought by 

the blockchain also brings many new 
challenges, such as the use of blockchain to 
manage the ever-increasing data, even medical 
health information data (original data not 
involving personal privacy) is massive and that 
will consume more space and time.

   LEBEN supports all kinds of off-chain 
super nodes, and completes a large number of 
efficient and trusted exchange of decentralized 
data, computing power and algorithms.

    When decentralized storage adopts the 
features of the blockchain, we also need to 
reflect on how data is stored in the blockchain 
(such as using technologies like Sharding, 
Swarming, etc.). The data super node provides 
a decentralized super database to ensure 
efficient data access on the blockchain; the 
computing power super node provides a 
decentralized supercomputer for the blockchain 
to fulfill the highly-distributed computing power 
demands; the algorithm super node provides a 
knowledge-computing super virtual machine to 
complete the valuable exchange of knowledge 
while ensuring data security; the audit super 
node provides a medical data auditing virtual 
specialist to ensure data quality during the data 
exchange.

   The blockchain deployed with the super 
nodes improves operational efficiency. As the 
number of super nodes is small compared 
with the number of blockchain nodes, even 
if the blockchain network isn’t entirely 
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“decentralized”, it doesn’t lead to the 
drawbacks of a centralized system. Any super 
node doesn’t obey the rules of the public 
chain will be rejected by a democratic vote.

   The computing centers comprehensively 
configure the data super node, the computing 
power super node, the algorithm super node 
and the audit super node with resource 
advantages. The computing centers are 
decentralized off-chain sharing platforms for 
global computing resources, providing data 
exchange, data computing and security 
services, providing computing resources for 
secure and reliable medical distributed 
computing and high-performance computing.  

        
       

        
       

        
         

     
     

      
       

       
      
      
     
      
      
      

  
      Based on the computing power of individual 
users and enterprise users, LEBEN will continue 
to develop new computing resources around the 
world, to improve user data exchange and data 
computing experience, and to create more value 
with less resource consumption. At the same 
time, in order to better serve users, we will rely on 
partners or professional teams from all over the 
world. With computing centers deployed globally, 
it is ensured that computing investors get a 
steady return with the least amount of investment.
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Data Processing
 For large multi-source & heterogeneous 

data from hospitals, medical institutions, 
community health centers, the Internet of 
Things, personal health detection devices, and 
portable medical devices, a high-performance 
data processing architecture and a universal 
medical industry data standard based on the 
dynamically configurable assembly line are 
established. The fault-tolerant deduplication of 
multi-source & heterogeneous data can also 
be accomplished to improve data processing 
efficiency and provide high-quality data 
supportfor accurate application in the healthcare 
industry. 

Fault-Tolerant 
Data Cleaning

Data cleansing removes reduplicated 
& invalid data or corrects error information 
to ensure data consistency, integrity and 
accuracy, and improve data quality. For a large 
number of reduplicated invalid data generated 
in the medical industry, the MD5 message-
digest algorithm is first adopted to identify fully 
repetitive data, and then the locality sensitive 
hash function is used to carry out the fault- 
tolerant deduplication of the remaining data.

The MD5 message-digest algorithm[3] 
(MD5) was initially designed as a cryptographic 
hash function by Ronald Rivest in 1991. Any 
input can produce a 128-bit hash value, 
and different inputs produce different hash 
values. Even if the input differs by only 1 bit, 
the hash value of the output will vary greatly. 
Through inputting different medical data and 
comparing whether the hash value of the 
output is the same or not, the medical data will 
be deduplicated. The MD5 algorithm is highly 
efficient, but it can only deduplicate completely 
repetitive data.

 Xjui uif qspmjgfsbujpo pg nfejdbm ebub boe 
uif dpnqmjdbujpo pg nfejdbm npefmt- ju jt opu 
fopvhi gps joejwjevbm vtfst up sfmz tpmfmz po uifjs 
pxo dpnqvujoh qpxfs ps ebub/ Xifuifs gspn b 
ufdiojdbm qpjou pg wjfx- ps gspn uif dpotvnqujpo 
pg sftpvsdft- uif offe gps ebub- ps uif offe gps 
ibsexbsf- ju nblft uif bwfsbhf vtfs 
ejtdpvsbhfe/ Uif dpnqvujoh dfoufs bjnt up 
mpxfs uif uisftipme gps psejobsz vtfst/ Uispvhi 
uif MFCFO qmbugpsn- uif dsfeju MFC ps puifs 
fmfduspojd npofz )tvdi bt CDI- fud/* dbo cf 
vtfe up qvsdibtf dpnqvujoh qpxfs- uifsfcz 
vtjoh uif ufdiopmphz pg qpxfs joufhsbujpo up 
pcubjo dsfejcmf nfejdbm ebub ps dbmdvmbujpo 
sftvmut/ Tp dpnqvujoh qpxfs jt qvsdibtfe 
uispvhi uif MFCFO qmbugpsn up pcubjo sfmjbcmf 
nfejdbm ebub ps dbmdvmbujpo sftvmut vtjoh uif 
ufdiopmphz pg dpnqvubujpobm joufhsbujpo/



LEBEN Technological 
System

Locality sensitive hash function[4] 
[5]nputs items so that similar items map to
the same “buckets” with high probability.
Fault-tolerant deduplication can be achieved
by utilizing locality sensitive hash function. For
text data, semantic-based repetitive data can
be identified; for unstructured data such as
images/videos, fault-tolerant duplicated data
can be identified in the case of changing
encoding format/ resolution, rotation, or
embedding watermarks or text.

Medical Data Identification

The data identification utilizes data to 
identify data, so that the computer can identify 
different information contained in the seemingly 
same data generated in different environments, 
therefore realizing the accurate application of 
big data.

The International Classification of Diseases 

(ICD), is the international unified disease 
classification approach developed by the WHO. 
ICD classifies diseases orderly according to 
etiology, pathology, clinical manifestations and 
anatomical locations, and uses a coding method 
to represent the classification. The commonly-
used version is the 10th revision - International 
Statistical Classification of Diseases and Related 
Health Problems, namely ICD -10.

The Digital Imaging and Communication 
of Medicine (DICOM) standard was jointly 
developed by American College of Radiology 
(ACR) and National Electrical Manufacturers 
Association (NEMA) to standardize the 
exchange, storage, and display of digital 
medical images and related information. 
The latest version is DICOM3.0. The DICOM 
standard establishes a standardized data 
structure and a complete data model, which 
can fully express medical image information 
and effectively promote the archiving of medical 
image information.

19

LEBEN integrates ICD-10, DICOM3.0, SNOMED-CT (Systematized 
Nomenclature of Medicine – Clinical Terms) and other international standards and 
norms, and follows the fundamental rules of science, uniqueness, scalability and 
conciseness to scientifically complete the classification of medical data, establish the structure 
of the data identification coding standard, formulate specific data coding principles, and 
adapt the code structure to the classification system. The same hierarchical relationship is also 
reflected by the code while coding.
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Hexahedron Data Model

To improve the unified storage and 
processing of unstructured data in the medical 
field, to locate raw data and synchronize 
the change of raw data, and to realize 
medical data exchange and sharing of 
specified information, it is necessary to 
describe the raw data from various 
dimensions. On the basis of the tetrahedral 
data model[6] proposed by Li Wei and 
other scholars, LEBEN proposes a 
hexahedron data model to describe 
unstructured medical data such as images, 
audio, video, and text. The model uses six 
sides to describe the elements constituting the 
unstructured data and describes the intrinsic 
links between these elements.

The hexahedron data model is a 
unified data model of unstructured 
data, which can unify unstructured 
medical data such as images, audio, video, 
text, etc. It can comprehensively describe the 
basic attributes, semantic features, data 
features, exchange features, dynamic 

features, and raw data of the unstructured 
data. Unstructured medical data can be 
described by the six sides of a hexahedron 
data model, six of which are:

(1) Basic attributes：to describe the basic
characteristics of the original medical data,
such as name, description, classification,
data categories, data classes, data storage
size, data volume, creator, creation time,
etc.

(2) Semantic features：to describe the
semantics of the original data, including
semantic elements such as creative intent,
data topic description, and underlying
feature connotation. Semantics features
are used for data retrieval, semantic
matching, to name just a few.

(3) Data features：to describe proprietary data
features of the raw data.

(4) Exchange features：to describe the
attributes related to data exchange with the
raw data, including ownership description,
data exchange restrict ive condit ion
description, delivery conditions, use
conditions, billing method, price condition,
and time condition.
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(5) Dynamic features： raw data directory
(also known as metadata directory)
can be formed through basic attributes,
semantic features, data features, and
exchange features. Dynamic features
are used to describe the extraction,
synchronization, and storage mechanisms
of data directories. The data directory
extraction mechanism is a process of
generating a metadata directory (namely
filtering, extracting, cleaning, associating,
and standardizing the raw data). The data
directory synchronizing mechanism is a
process in which the metadata directory is
synchronized after the raw data is changed 
(namely monitor the change of the raw
data, and timely synchronize the metadata
directory for the corresponding change).
The storage mechanism is that the

metadata directory is divided into a public 
metadata directory chain and a privacy 
metadata directory chain according to 
different security requirements. The public 
metadata directory chain is public, non-
private, and unencrypted description chain. 
The privacy metadata directory chain is a 
non-public, sensitive and privacy-related 
description chain. The storage mechanism 
is a metadata description which controls 
the data exchange process access for the 
smart contract. At the same time, it also 
includes chains to access the traceable 
information such as data creat ion, 
exchange transfer, viewing, processing, 
and calculation.

(6) Raw data: The original unstructured data.
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Data Audit
In order to improve the quality of medical 

data, LEBEN data audit node use data auditing 
smart contracts to conduct regular audits of 
data owned by data providers, and build 
effective impact of data audit results on data 
values. Thus, LEBEN encourage the owners of 
medical data to complete data audit to improve 
data value and data quality, and provide 
accurate data protection for medical 
applications.

Data audit can be categorized into three 
levels – audit based on auditing experts’ 
experience and common auditing analysis; 
audit based on audit analysis models and 
multidimensional data analysis techniques; 
and audit based on data mining techniques. 
For different medical data, LEBEN 
combines different levels of auditing methods 
to achieve an all-dimensional review of the 
medical data.

LEBEN adopts more than one method 
for data audit. Multiple methods are often 
combined in practice. For example, statistical 
analysis is used to find bias data; association 
analysis is used to reveal key attributes; isolated 
point analysis is used to identify audit questions; 
and cluster analysis is used to determine the 
focus of the audit.
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Data Security
Protecting medical data privacy is the 

prerequisite for sharing data and making 
applications available to the public. Without 
security, the medical industry can by no means 
develop in a healthy and orderly manner.  
LEBEN builds a hierarchical, classificatory, and 
fine-grained privacy protection mechanism to 
protect essential medical data. The platform 
applies cryptography technologies, such as 
attribute encryption, secure multi-party 
computing, multi-signature, key recovery based 
on secret sharing, key reset based on zero-
knowledge proof, etc. to provide theoretical 
support and practical means for medical data 
validation and trusted and secure exchange.

Privacy Protection 
Mechanism

 Medical data often contains various 
information. For example, a complete medical 
file includes patients’ basic information, 
diagnostic information, medical information, 
examination information, medicine information, 
expense information, and related doctor’s 
information. The aforementioned information has 
different weights in privacy protection. For 
example, the security level of the personal 
sensitive information such as patient name and 
ID number is obviously higher than that of 
general information such as billing information 
and drug information. If all information is 
protected by high-level means, the practical 
operational efficiency will be affected, and 
resources will also be wasted. Establishing a 
medical data privacy protection grading 
mechanism to adopt different protection 
measures for different levels of information can 
effectively improve the efficiency of 
LEBEN data privacy protection and trusted 
exchange.    

   Access control technology can set 
different permissions for different identities and 
attributes of people to restrict the content they 
can access. For example, financial department 
personnel can only access relevant charging 
information and cannot access the doctor's 
diagnostic information. The platform adopts an 
attribute-based encryption access control policy 
to achieve hierarchical, classificatory, and fine-
grained protection of private data.

Attribute-based encryption[7] expresses 
the user's identity as a set of attributes, and the 
encrypted data is associated with the access 
control structure. A user can decrypt the 
ciphertext under the condition that the attribute 
set associated with the ciphertext matches the 
access control structure corresponding to the 
user identity. In the attribute-encryption-based 
access control, users can obtain access rights 
as long as they have specific attributes without 
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being affected by physical factors, so that the 
multi-value distribution of attributes can be 
realized, and the fine-grained access control 
and large-scale user dynamic expansion 
issues will be solved.

An attribute-based encryption scheme 
consists of the following four basic algorithms:

  Setup(θ,U)

  KeyGen(MK,X)

  Enc(Params,Y,M)

  Dec(Params, skx ,CTY )

LEBEN Technological 
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Setup(θ,U)  

  Enc(Params,Y,M)

KeyGen(MK,X)  

  Dec(Params,  skx,CTY )

Setup (θ, U): This algorithm inputs the 
security parameterθ and the system 
attribute set U, and outputs the public 
parameter Params and the master key 
MK.

This algorithm inputs the public parameter 
Params , a ciphertext index Y, and an 
encrypted message M, and outputs a 
ciphertext CTY .

This algorithm inputs the master key MK 
and a permission index X, and outputs a 
key skx .

This algorithm inputs public parameter 
Params , key skx and ciphertext CTY , and 
outputs decryption result M'.
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Secure Multi-party 
Computing

In 1982, Andrew C. Yao[12] proposed 
the “Millionaire Problem” to describe the 
secure two-party computing problem. In 1987, 
Goldreich and other scholars[14] extended 
the concept of secure two-party computing to 
secure multi-party computing. The main idea is 
that in a distributed network, two or more parties 
execute an algorithm based on their secret 
input, so that the parties get the correct output 
while protecting the confidentiality of their input 
information.

Abstractly speaking, the secure multi-party 
computing is a mathematical model to realize 
the computing process. m participants 
participates in a cooperative computing. If f :{0, 
1}* → {0, 1}*  is a random function which 
maps the inputs (m numbers) to the outputs 
of m.   xi is the input provided by Pi  . After the 
calculation,   Pi  can get the i-th item’s output 
fi (x1, x2, ..., xm ).

With secure multi-party computing, LEBEN 
enables data owners to retain ownership of all 
data during data exchange/ sharing and to 
ensure that data is not available to other 
demanders when using the data. Therefore, 
secure multi-party computing provides a 
technical solution for the trusted exchange 
of medical data, and LEBEN also provides a 
validation platform for the practice of secure 
multi-party computing algorithms.
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Multi-Signature Scheme

document. It is formed by mixed 
operation between the key information 
extracted from the electronic document and 
the user private information through 
mathematical method. It is used to identify 
the identity of the signer and the signer's 
approval of the electronic document. It can 
also be used by the recipient to verify whether 
the electronic document has been tampered 
with/ forged or not during the transmission 
process. The digital signature can be used to 
identify the identity of the signer and verify the 
correctness of the signed information, while 
ensuring that no one can modify the 
signature information, and even the signer 
cannot deny the signature afterwards.

In 1983, Itakura and other scholars 
proposed multiple signatures[8] . According to 
the signing process, multiple signatures have 
two forms: sequential multi-signature scheme 
and broadcasting multi-signature scheme. The 
sequential multi-signature scheme is that the 
signer signs the message in a certain 
order; the broadcasting multi-signature 
scheme is that the provider broadcasts the 
message to all the signers, then the signer 
signs the message by himself and transfers 
it to the signature collector, who will 
generate the multiple digital signature. In this 
platform, based on the internal association 
relationship between multiple signers, the 
broadcasting multi-signature and 
the sequential multi-signature are used 
to realize the trusted & compensated exchange 
of the multi-party data.

The multi-signature scheme can 
effectively solve the situation that data assets 
such as data and algorithms in the LEBEN 
platform belong to multiple people.   A digital signature is a set of specific 

symbols or codes attached to an electronic 
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Multi-signature consists of four algorithms:

Key Recovery and Reset

After the user key is lost, there are two 

ways to deal with it: one is to recover the key 

by technical means, and the other is to reset 

the key. For the method of key recovery, the 

user key can be divided into multiple sub-

keys by using the secret sharing scheme in 

cryptography. Multiple sub-keys are stored 

respectively in different places, and when the 

key needs to be restored, adequate sub-keys 

will be utilized to figure out the user key. For 

the means of key reset, it adopts the zero-

knowledge proof to prove “I am me”, that is 

“I am the owner of this key” without revealing 

sensitive information.
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Key generation algorithm – KeyGen

Signature algorithm – Sign

Input :  
safety parameter  k′ and the total time 
period T .

Input : 

Current time period j, current share key 
SK(i)

j    of member  θ i (i=1,2,...,n).

Input : 

subgroups participating in the multiple 
signatures L⊆ θ , message M, signature 
( j, L, Sig), and public key PK(i) .

Input :  
Current time period j, subgroups 
participating in the multiple signatures 
L⊆ θ , current share key SK(i)

j  of each
member θ i (θ i  ∈ L) , and message M.

Output : 
Initialized share key  SK(i)

1 of member θ i (i
= 1,2, ..., n) , and public key PK .

Output :  
The multi-signature ( j, L, Sig) of the 
member set L to the message M in the j’s 
time period.

Output :  
“Valid” or “Invalid”.

Output : 
New share key SK(i)

j  +1 of the next time 
period.

Key update algorithm – Update

Verification algorithm – Ver
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（1）Secret Sharing

Secret sharing[9][10] refers to any 
method for distributing a secret among a group 
of participants, each of which is allocated with 
a part (also called sub-key) of the secret. The 
secret can only be reconstructed when the 
shares are combined together, that is to say, 
individual shares are of no use on their own. 
The key sharing method can be used to split 
the user key into several sub-keys and store 
the sub-keys in different places. After the key 
is lost, the user key can be recovered through 
several sub-keys.

The platform adopts the (t,n) threshold 
secret sharing scheme, which splits the secret 
K into sub-keys of n shares, and recovers the 
secret K by using any t (1<t<n) or more sub-
keys, but any t-1 or fewer sub-keys are unable 
to get any useful information about the secret K.

（2）Zero-knowledge Proof

The zero-knowledge proof[11]  is 
a method by which one party (the prover) 
can prove to another party (the verifier) 
that a certain assertion is correct, without 
conveying any useful information to the other 
party. For example, when logging in to a 
website, the hash value of the user 
password is stored on the web server. In 
order to verify that the user knows the 
password, only the hash value of the 
password input by the user needs to be 
compared with the stored result, and the 
server can know the user’s original password 
when computing. Once the server is attacked, 
the user’s password will be revealed. If the 
zero-knowledge proof is used, the user login 
verification can be performed without the user 
password information. Even if the server is 
attacked, the user account is still safe because 
the user’s plaintext password isn’t stored 
there.

There are two types of zero-
knowledge proof, namely the interactive

and the non-interactive. The interactive 
zero-knowledge proof requires the verifier to 
continuously ask the prover a series of 
questions about the “knowledge” 
mastered by the prover, and if the prover can 
answer correctly, the verifier is likely to know 
its claimed “knowledge”. The non-
interactive zero-knowledge proof does not 
require any interaction, and the prover 
can publish the agreement to prove that the 
agreement is valid to anyone who spends time 
verifying it.

Generalized Data 
Exchange

LEBEN Technological 
System

  Narrow data exchange is the trusted 
exchange and sharing of medical data, and 
generalized data exchange is the trusted 
exchange and sharing of data, knowledge 
(algorithm) and computing power. 

Data exchange is the core function of 
LEBEN. LEBEN abandons the data 
acquisition channel in which copying is the main 
approach. Based on blockchain consensus, 
LEBEN makes use of its credibility, security 
and tamper-resistance characteristics to 
transfer data from centralized storage to the 
blockchain, so as to realize data’s trusted 
exchange hierarchically and make data truly 
flow.

Narrow Data Exchange

    In order to realize the free flow of medical 
data, LEBEN provides two methods of data 
exchange based on data aggregation and 
algorithm decomposition. The former is suitable 
for application scenarios where the amount of 
data is small and the algorithm is complex, and 
the latter is suitable for application scenarios with 
more data. For different application scenarios, 
users can choose corresponding data exchange 
method according to specific requirements.
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and signs it to gain the execution right of data. 
After the data exchange platform acquires data 
execution rights, it provides a bridge for data 
users and owners and a secure & trusted 
execution environment for data exchange. The 
data exchange platform does not 
“precipitate” data.

    The data user obtains the right to use the 
data through exchange platform on which the 
data user purchases data, algorithms and 
computing power, and the right to use data, 
algorithms, computing power through the smart 
contract with each party. By using algorithms 
and computing power, data analysis process is 
carried out in the safe computation sandbox to 
acquire valuable computing results. After data 
computing is completed, the safe sandbox is 
destroyed automatically, and the result of data 
calculation is obtained by data users.
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Data Rights and Interests

- Data Rights and Interests
Leveraging the immutable attribute of 

blockchain and smart contract, and combining the 
technology of off-chain computing power 
integration, data encryption and security sandbox, 
the ownership, execution and usage rights of data 
are separated, so that the rights and interests of 
the owner, executor, and user of data are fixed, 
and the interests of all parties and the safety of 
data are guaranteed to the maximum extent. The 
rights and interests of the three parties are shown 
in the following chart.

Data ownership belongs to the owner of the 
data, of which data is the core asset. Revenue is 
obtained through exchanging data on the 
platform.

    Data execution right is that the ownerof 
data publishes data to exchange platform 
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    Different medical data have different 
weights in privacy protection. According to the 
sensitivity and security requirements of medical 
data information, medical data are classified, 
and different cryptographic techniques are 
used to realize data exchange for different 
levels of medical data. In the meantime, 
it’s guaranteed that the exchanged data is 
available to data users but invisible. To this end, 
LEBEN designed a hierarchical data 
exchange technology, and according to the 
sensitivity and security requirements of 
medical data information, the data security 
level is divided into three categories:

The first level: also known as low-level 
security data. After the loss of data, only 
legitimate rights and interests of citizens and 
other organizations will suffer minor damage, 
and the loss does not harm national security, 
social order or public interests. Usually, this type 
of data has low sensitivity, and does not or only 
contain a small amount of personal information 
of medical data, such as identification data after 
desensitization.

The second level: also known as the 
intermediate security data. After the loss of data, 
legitimate rights and interests of citizens and 
other organizations will be greatly damaged, 

but the loss does not harm national 
security, social order or public interests. 
Usually, this type of data is associated with 
personal information and is highly sensitive, 
such as complete medical records of 
individuals in hospitals.

The third level: also known as advanced 
security data. After the loss of data, legitimate 
rights and interests of citizens and other 
organizations will be greatly damaged, and the 
loss may also damage national security, social 
order and public interests. Usually, this type 
of data is more sensitive and involves a large 
amount of personal information about 
groups or organizations, such as medical 
insurance system data.

·First Level Data 
Trusted Exchange

Digital envelope is an information 
security transmission technology which 
synthetically utilizes the advantages of 
symmetric encryption and asymmetric 
encryption technology. It mainly solves the 
security problem of symmetric key issuance 
and the problem of slow encryption speed of 
the asymmetric algorithm. It not only gives full 
play to the advantages of fast speed and 
great security of symmetric encryption 
algorithm, but also brings the advantage of the 
convenient key management of non-
symmetric encryption into play.

LEBEN Technological 
System

- Data Exchange Method
Based on Data Aggregation
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·Second Level Data 
Trusted Exchange

For low-security level requirements, the 
SSL encryption mechanism, which is widely 
used at present, is adopted. SSL protocol 
runs above the TCP/ IP layer and under the 
application layer. It uses encryption algorithms 
such as RC4, MD5 and RSA to provide 
encrypted data channels among applications. 
SSL-encrypted data channel mainly provides 
the following solutions – all information will 

● The sender generates a random
symmetric key and encrypts it with the
recipient public key to generate the key
ciphertext.

● Using a random symmetric key to
encrypt message plaintext, then generate
message ciphertext. The key ciphertext
and message ciphertext are sent to the
recipient simultaneously.

● The receiver uses its own private key
to decrypt the key ciphertext to get the
random symmetric key.

● The receiver uses the random
symmetric key to decrypt the message
ciphertext and get the message plaintext.

be encrypted, thus the third party cannot 
eavesdrop; a verification mechanism is adopted 
to prevent tampering; identity certificates 
are avai lable to prevent i l legal identity 
impersonation.The main interaction process of 
SSL protocol is as follows:

● Negotiate SSL version and encryption
algorithm. The client sends the SSL
version list and encryption algorithm
supported, and the server confirms the
reply.

● Two-way identity authentication.
The client verifies the server certificate,
meanwhile the server also verifies
the client certificate. The verification
mainly focuses on digital signature, CA
authorization, and certificate validity.

● Master-key is generated based
on random numbers. The client first
generates the random number C as the
pre-master-key. The server generates
master-key according to the random
number A/B and pre-master-key. The
client generates master-key according to
the same random number and algorithm.

● Master-key is used to encrypt
messages. Clients and servers send
“finish” messages to each other. The
SSL channel is set up, and the packets
are encrypted and transmitted by master-
key.

LEBEN Technological 
System

The mechanism of digital envelopes are as 
follows:
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·Third Level Data 
Trusted Exchange

Although SSL encrypt ion channel 
and digital envelope technology solve the 
security problem of point-to-point information 
transmission, there still exists the possibility 
of information leakage. In remote diagnosis 
scenario, patients need to send and expose 
their physical examination data to doctors 
before doctors can make the corresponding 
diagnosis and treatment.

The key technologies of secure multi-
party computing involve homomorphic 
encryption, zero-knowledge proof, oblivious 
transfer and so on. Homomorphic encryption 
mechanism real izes the calculat ion of 
encrypted data without decryption. It processes 
the data with homomorphic encryption to get 
an output, decrypts the output, and the result is 
the same with the output of the same method 
used to deal with original unencrypted data.

The secure multi-party computing is 
applied to cooperative computing in distributed 
scenarios. All parties can secretly input data, 
execute an algorithm, and finally output the 
correct results. Throughout the process, their 
input data is invisible to the third party, and only 
the final execution results are exposed, thus 
maximizing the protection of the user’s private 
data.

The data exchange method based on 
data aggregation is to securely transfer multi-
party data to the data executor by multiple 
data owners. The data executor uses the 
multi-party data as input to perform 
operations on the algorithm provided by the 
data user, and returns the operation results to 
the data user. Considering that medical data 
is mostly multi-source heterogeneous data, its 
data capacity is large. For example, medical 
imaging data is an important part of medical 
data, wherein, more than 90% of image data 
are medical data in terms of quantity, and 
these data comprising CT,X ray, MRI, PET, 
etc. in terms of generating devices. According 
to statistics, the annual growth rate of medical 
imaging data is 63%. In the case of such a 
large amount of data, the network 
transmission speed will significantly limit the 
performance of data exchange. LEBEN 
design a data exchange method based on 
algorithm decomposition which can transmit 
the sub-algorithm and its calculation results, 
not the data itself, so it can avoid the problem 
of low data exchange performance caused by 
network transmission speed.

LEBEN Technological 
System

- Data Exchange Method
Based on Algorithm
Decomposition
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In data exchange method based on 
algorithm decomposition, the data user 
d i v i de s  t he  a l go r i t hm ∇ i n t o  n ( n ≥ 1 )  
sub- algor i thms  f1  , f  2,…,fn，  which
satisfy∇=f1⊕f2⊕… ⊕fn，where fi (1≤i≤n)i s
an atomic algorithm, which cannot be 
decomposed into any sub-algorithm. Then the 
data user sends sub-algorithms to the data 
owners respectively. The sub-algorithm and 

the data owner do not necessarily have a 
one-to-one relationship, but maybe a many-
to-one relationship. At last, the data owner 
uses his own data as the input of the sub-
algorithm, and sends the calculation result to 
the data user safely. After the data user 
collects the calculation results of all the sub-
algorithms, the data user can get expected 
algorithm ∇ operation result.

LEBEN Technological 
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Comparison of two narrow data exchange methods

System



   In order to improve the data processing 
capability in the data exchange terminal based 
on algorithm decomposition, LEBEN intends to 
focus on deep learning inference artificial 
intelligence chips for edge applications, 
providing optimal programming flexibility for 
performance optimization and data reuse for 
medical image calculations.

   With the increasing demand for artificial 
intelligence computing, the general-purpose 
computing solution began to show its own 
bottleneck. In the "CPU+GPU" computing 
solution that currently dominates the artificial 
intelligence training chip market, although the 
versatility of neural network support is better, 
this heterogeneous computing has a lot of 
room for improvement in efficiency and energy 
consumption.

     One of the cores of artificial intelligence is 
the deep learning algorithm, in which image 
recognition is one of the fastest-growing areas 
of AI technology. Deep learning algorithms such 
as Convolutional Neural Network (CNN) and 
Deep Neural Network (DNN) use data volume 
and computational quantity as model driving 
forces, and reduce the number of parameters 
that the neural network needs to train through 
receptive field and weight sharing, and finally 
image recognition performance goes beyond 
traditional methods. At present, almost all 
mainstream chip manufacturers in the industry, 
such as NVIDIA, Movidius, Intel, and HiSilicon, 
are launching chips based on deep learning.

   Although GPU has many advantages in 
parallel computing, it is not designed specifically 
for machine learning. FPGAs require user-
independent programming, mainly for 
enterprise users in the professional field, with 
high complexity. An ASIC is an integrated circuit 
that is designed and manufactured to meet the 
needs of specific users and the needs of a 
particular electronic system. The ASIC is 
characterized by the needs of specific users, 
and has the advantages of smaller size, lower 
power consumption, higher reliability, 

LEBEN Technological 
System
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improvedperformance, enhanced confidentiality, 
and lower cost compared with general-purpose 
integrated circuits in mass production.

     The "AI+ medical" chip developed by LEBEN 
provides a powerful deep learning model 
compiler and software SDK development 
package to easily transplant mainstream deep 
learning frameworks such as Caffe and 
TensorFlow, and run common neural network 
models such as CNN/DNN.

Computing Power 
Integration and Data 
Computing

Data  computat ion  is   rea l ized  by 
computing power integration, which is the 
integration of out-of-chain storage resources 
and computing resources, forming a distributed 
computing platform based on blockchain and 
smart contract. In order to meet users' all- 
around demands for data, data exchange 
provides three flexible computing scenarios: 
local computing, off-site computing, and 
integrated computing.

Data owners want to make use of their own 
data resources to provide certain services to the 
outside world, but they don’t possess data 
analysis algorithms. To solve this problem, the 
data exchange platform provides data local 
computing. First, the data owner finds the 
algorithm needed in the data exchange platform, 
and then signs the data exchange smart 
contract. After the implementation of the smart 
contract, a security sandbox is generated on the 
data owner’s side. Data and algorithms enter 
the sandbox, and the calculation results are 
returned to the data owner.

The algorithm owners want to use their own 
data analysis capabilities to provide services to 
the outside world, but they don’t possess data 
sources. To solve this problem,
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the data exchange platform provides data 
offsite computing. First, the owner of 
the algorithm finds the required data in 
the data exchange platform, and then 
signs a smart contract for data exchange. 
After the implementation of the smart 
contract, a secur i ty sandbox is 
generated on the algorithm owner’s side. 
Data and algorithms 
enter the sandbox, and the calculation results 
are returned to the algorithm owner. This 
method is called data off-site computing.

For large-scale computing, the availability 
of data and algorithms is no longer a major 
problem, while computing power resources 
become the major constraint. In order to 
solve  this  problem,  the  data  exchange 
platform provides data algorithm integrated 
computing. By utilizing the construction of 
multi-party collaborative computing 
platform based on computing power 
integration, data and computing participants 
sign a multi-party smart contract. After the 
contract is executed, the  security sandbox 
is generated in the computing environment. 
Data and algorithms enter the sandbox by 
virtue of digital envelope technology. The 
calculation results are returned and the 
sandbox is destroyed to ensure the security 
of data and algorithms.

These three kinds of computing scenarios 
are selected according to the actual situation, 
and  the  influence  factors  are  data  size, 
algorithm dependence complexity, and storage 
computing requirements. When the size of the 
data is large, the cost of data transmission will 
be relatively high. Thus, choosing to calculate 
on the data owner side can save a large 
amount of network bandwidth and transmission 
time. When the algorithm dependency of 
the environment is more complex, choosing 
to calculate on algorithm side can reduce 
computing environment preparation time.

The main technology applied in data 
computing is sandbox isolation. Sandbox is 
divided into the on-chain sandbox and off- 
chain one. The on-chain sandbox is realized by 
smart contract virtual machine, which can meet 
the small-scale computing needs. The off- 
chain sandbox is mainly tailored to computing 
demands of large data volume. The main 
characteristic of the on-chain sandbox is that 
the blockchain itself has its own execution 
environment, which possesses the features of 
the sandbox and is convenient and efficient to 
use. The calculation process of the on-chain 
sandbox is shown in the following figure.

Although the on-chain sandbox is 
convenient to use, it is limited by storage and 
computing power deficiencies of blockchain 
itself. Under the situation that there is a higher 
demand for storage and computing power, the 
off-chain sandbox is preferable. The off-chain 
sandbox runs directly on the operating system, 
providing a protected computing environment 
and making full use of the computer's efficient 
storage & computing capabilities, in the 
meantime ensuring that data and algorithms are 
not maliciously attacked. The calculation 
process of the off-chain sandbox is shown in 
the following figure.
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Data Trusted 
Exchange Platform

 For  traditional  data  exchange,  data
　exchange and computing can only be 
achieved by means of a centralized 
organization. In this process, the user's data 
and operation are completely transparent to the 
platform. Users can not know whether the 
platform precipitates/ illegally uses their data or 
not.

           Data trusted exchange platform, with　

the assistance of blockchain, smart contract, 
security  sandbox  and  secure  multi-party 
computing and other key technologies, 
makes data transmission secure, computing 
process controllable, computing environment 
isolated, operation process traceable, 
and ensure that data exchange and data 
computing processes are safe and reliable.

At present, there exists an unbalanced 
distribution of medical resources in the 
industry.　Take Chinese case as a case in 
point, the　number of high-quality hospitals in 
different　regions varies greatly. High-quality 
hospitals are　mainly located in the first-tier 
cities. Excellent　doctors and equipment are 
mainly quipped　in top hospitals. The situation 
of medical　institutions in the less-developed 
areas is not　optimistic.

Based on the data exchange platform, a 
collaborative trusted exchange and computing 
system is constructed to link various medical　
data sources, including patient record　
database, image database, medical academic　
papers database and medical equipment.　
Visual smart contract platform is used to　
provide physicians and experts with the meansto 
formalize diagnosis process and medical　
knowledge, and a smart contract system for　
smart and hierarchical diagnosis and treatment,
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disease management and disease prediction 
is built to accelerate the flow of medical data 
among hospitals, doctors, patients, medical 
insurance institutions and governments. It links 
the entity of the whole medical industry into an 
organic ecology, promotes the improvement 
of the overall efficiency of medical industry, so 
as to solve the problem of uneven distribution 
of resources to a certain extent by means of 
technology.

The data exchange platform system 
mainly consists of three parts: blockchain 
platform, smart contract platform and trusted 
data exchange platform. Blockchain platform is 
primarily used as data storage layer to provide 
data storage service for smart contract platform. 
The smart contract platform is mainly used 
to ensure data and computing security in the 
untrusted environment. Trusted data exchange 
platform implements directory-based data 
exchange and distributed computing based on 
the smart contract.

Data Exchange Platform Ecosystem

LEBEN Technological 
System
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Smart Contract

The acquisition and accumulation of 
medical knowledge take a long time and its 
liquidity is low, which constrains the sharing 
and dissemination of medical knowledge to a 
certain extent. Medical smart contract adopts 
the form of cognitive computing, employs 
computer description language, follows clinical 
practice evidence to extract doctors' knowledge 
into automatic execution contract, which makes 
medical knowledge computerized and 
provides a basis for the flow and assetization of 
medical knowledge.

Formal Smart Contract 
Based on Cognitive 
Computing

- Cognitive Computing   
  and Generalized  
  Knowledge Model

Cognitive computing (CC) originates 
from the artificial intelligence of computer 
systems that simulate the human brain. 
Through the interaction and continuous learning 
of human and natural environments, it helps 
decision makers to reveal extraordinary insights 

from different types of data in order to achieve 
different levels of perception, memory, learning 
and other cognitive activities. Coming to the 
blockchain era, abundant data and knowledge 
have ushered in new opportunities for cognitive 
computing.

LEBEN defines the upper ontology of 
medical knowledge, shown in the figure below, 
by using the generalized knowledge model in 
cognitive computing to support the execution, 
communication, reasoning, decision-making, 
planning, learning, reflection, supervision 
and other high-level behaviours of medical 
knowledge. The purpose of establishing a 
generalized knowledge model is to establish a 
unified ontology of knowledge concepts, which 
has the following features: 

(1)The flexibility of describing multi-domain 
knowledge and data in a unified way.

(2)The generality of describing and reasoning 
for many tasks.

(3)The reliability of quantifying and responding 
to uncertainties in knowledge and data.

(4)The transparency of interdisciplinary 
knowledge collaboration.

(5)The intelligence of self-learning and 
adaptation in the process of knowledge 
implementation.
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-  Executable Knowlege    
Framework

The Executable Knowledge Framework 
instantiates the generalized knowledge model 
into an executable application, which consists 
of five levels. Firstly, Knowledge Description 
Language defines the formal language and 
interpreter for describing generalized knowledge 
model. Knowledge Authoring Tool supports 
the creation of knowledge elements, and 
transforms them into knowledge description 
language by utilizing visualized programming 
mode. The tool will be used by sub-domain 
experts, such as doctors, to maximize its usability 
without programming techniques. Secondly, 
the knowledge base contains the knowledge 
described by experts in various sub-fields, and 
generates their own generalized knowledge 
description languages through knowledge 
creation tools. Thirdly, Deployment Profile 
describes the physical deployment scheme 
of different knowledge, such as how to divide 
or combine the knowledge into agents and 
the physical distribution of each agent. Fourthly, 
Application Enactment automatically generates 
application entities (such as web application, web 
service, etc.) according to deployment profile and 
knowledge description language, and defines 
the implementation features (such as front-
end interface) of application entities. Fifthly, the 
Application Pool actually executes sub-domain 
knowledge and interacts with users.

- Knowledge  
  Computerization  
  Language PROforma

PROforma is a knowledge, cognitive 
model and description language development 
environment that supports decision-making 
systems, and has developed to the second 
generation. It provides a complete set of 
operational tools for designing, testing and 
formulating medical processes through 
mathematical expression to support doctors in 
editing and using clinical decision support and 

assistance systems. The PROforma language 
defines four executable tasks:

（1）Action： 
Any external tasks which need to be 
performed in the process of caring 
patients. For example, injection, or CT 
detection.

（2）Enquiries： 
Returned information after execution, 
mainly the form of data. It may come 
from operating equipment or patient 
records.

（3）Decision： 
Medical options in any form, such as 
diagnosis, treatment, prognosis, risk 
assessment or referral decisions.

（4）Plan： 
A series of time series tasks. It is 
planned to use a generic framework 
for implementing clinical algorithms, 
protocols, guidelines and healthcare 
pathways.
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LEBEN created PROforma 2.0 
based on PROforma, which is used to 
support distributed computing of the 
language, and to develop decision 
support systems and new DApp 
applications with the abilities of learning, 
autonomous cognition, knowledge 
collaboration and evolution.

- Smart Contract

The medical smart contract is developed 
with PROforma language. The design follows 
clinical practice evidence completely, extracts 
the doctor's knowledge into automatic 
execution contract, and provides medical 
decision support. Smart contract enables the 
knowledge of doctors to become computerized 
and provides the foundation for the assetization 
of medical knowledge. Based on service 
groups, it is divided into smart contracts for 
individual patients or groups. The functions 
of smart contract serving individual patients 
include data acquisition and interpretation, risk 
assessment and recommendation, monitoring, 
suggestion and decision-making, care plan 
and schedule, and workflow management. 
The functions of smart contract serving groups 

include quality and safety audition, adverse 
outcomes monitoring under large-scale medical 
services, cost control and resource optimization, 
analysis and deep learning.

The typical representative of smart 
contracts to provide medical decisions is the 
CREDO framework[15]. CREDO expresses 
knowledge as a task network on the basis of 
task ontology. Based on the Domino decision 
cognitive model, CREDO adopts a decision 
framework based on logical argumentation. 
CREDO has become a widely used theoretical 
framework and implementation tool in the 
field of medical decision-making. CREDO has 
strong modeling ability for many diseases. For 
example, the CREDO test uses smart contracts 
for clinical research, focusing on the process 
of breast cancer patients consultation. The 
system provides decision-making support, 
caring planning and multi-disciplinary treatment 
services for patients throughout the "medical 
journey" and realizes computerization and 
automation of it. CREDO is designed to 
support seamless patient management across 
departments, from basic care to secondary 
care, from diagnosis, treatment to follow-up. 
It covers the entire process of breast cancer 
patients seeking medical treatment, including 
220 medical services and multiple decision 
points. The aim of the trial is to minimize 
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errors in the medical process through decision 
support, so as to achieve zero-error medical 
treatment for patients.

Other widely used medical smart 
contracts include CAPSULA[16] , LISA, 
etc. CAPSULA is used to help UK general 
practitioners prescribe for common diseases. 
Prescription is an important step in assisting 
medical decision-making. CAPSULA generates 
lists of related drugs and corresponding clinical 
evidence by obtaining patients’ data to assist 
in prescribing. The system was tested at 42 
GP sites in the UK and the results showed a 
70% increase in GP decision-making, a 50% 
increase in cheaper but equally effective drug 
selection, and a 15% increase in decision-
making speed compared with expert teams.

LEBEN makes use of formal smart 
contract based on cognitive computing to 
solve the problem of collaborative computing of 
medical sensitive data and the integration of 
heterogeneous resources, and realizes the 
formalization of knowledge and decision-
making cognition.

- Knowledge Circulation

With the formal verification system as 
the core, the platform adopts a brand-new 
smart contract architecture, which supports 
cross-chain access, visualized smart contract 
development, contract on-chain verification 
and effective tracking, massive services, and 
achieve industrial application standards. While 
providing services to the medical industry, the 
platform also provides developers with an 
ecosystem similar to App Store, which 
benefits both application developers and 
module developers.

LEBEN integrates and standardizes 
"knowledge, resources, effects" into digital 
assets that can be priced. It also 
provides trading and settlement capabilities of 
digital assets. LEBEN screens out medical 
knowledge and experience with the best 
utility through market-oriented behavior, greatly 
improving the efficiency of data and 
knowledge utilization, making knowledge flow 
and fully realizing the value of doctors. The 
circulation of medical and health knowledge is 
shown in the following picture.
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Development 
Environment

The LEBEN platform provides a 
semantic- based visualized development 
environment to implement formal verification 
of smart contracts.

- Visualized Development  
  Environment

The visualized development environment 
of contracts mainly includes the following four 
aspects:

(1)Visual ized design of the smart
contract: the contract design process is realized 
by the method of contract execution diagram. 
The minimal construction of contract execution 
diagram, i.e., query, action, decision and plan, 
is formed by dragging in an interactive and 
user-friendly interface. Smart contract design 
is changed from coding to visualized drawing. 
People who write contracts don't need to know 
how to program, so that users can concentrate 
on solving business problems and building 
logical relationship among tasks, which greatly 
simplifies composing requirements of contracts 
and improves the secondary development 
capability and general properties of contracts.

(2)Visualized management of the smart 
contract: the three-layer architecture of smart 

contract products, smart contract templates 
and contract execution are used to manage 
them. Smart contract query, editing, auditing, 
publishing, tracking and other operations are 
carried out in a visualized manner, which 
makes smart contracts universal in application 
scenarios and can be integrated and applied to 
use cases in real-world scenarios rapidly.

(3)Highly applicable and extensible smart 
contract template design: use the template-
philosophy to design and manage smart 
contracts, making smart contracts become 
equipped with strong adaptability and high 
scalability.

(4)Visualized monitoring of the smart
contract: smart contract can be monitored 
visually in many aspects, including physical 
environment of smart contract execution, smart 
contract execution service, key steps of smart 
contract, visualized tracking of smart contract 
verification, execution, and etc.

In the computability theory, if a series 
of data manipulation rules can be used to 
simulate a single-tape Turing machine, then it is 
Turing complete, where data manipulation rules 
can be a programming language or a specific 
implementation of the computer instruction 
set. The LEBEN in the visualized development 
environment is Turing complete, which can 
develop rich functional modules according to 
actual smart medical application requirements, 
so as to improve the intelligence of the platform.

Smart Contract Visualized Design Environment

LEBEN Technological 
System
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- Formal Verification

Formal verification is based on a 
mathematical modeling method to describe the 
system. Through formal verification, developers 
can check the security of the program in 
advance. Through eliminating logical and 
security vulnerabilities, the security of the 
contract thus can be guaranteed.

Medical smart contract is the formalization 
and computerization of doctors' knowledge, and 
its decision-making and judgment results are 
directly related to patients' health. LEBEN 
completes the scheduling and operation of 
contracts through smart contract virtual machine 
(how to ensure the correctness of contract logic, 
whether the execution process is trustworthy or 
not, whether it is susceptible to external 
interference and destruction or not, whether the 
operation process of contracts is stable or not, 
in summary, whether the same input always 
produces stable output results). We ensure the 
credibility of the contract execution process and 
results by introducing formal verification 
technology.

Formal method refers to describing 
and reasoning computer-based systems by 
mathematical methods. Intuitively speaking, 

it is standard language + formal reasoning. 
I t  is  supported technical ly by precise 
mathematical means and powerful analysis 
tools. Its manifestations are usually logic, 
discrete mathematics, state machine and so 
on. Standard language includes grammar, 
semantics, and satisfied relations. Formal 
method is introduced into this platform, and is 
applied to the whole life cycle of smart contract 
generation and execution.

Formal verification method can check 
many properties of smart contract, such as 
fairness, accessibility, boundedness, livelock, 
deadlock, unreachable state and stateless 
ambiguity.

Cross-Chain Smart 
Contract

At present, the design philosophy of 
various blockchain networks is to make the 
whole industry operate on a single chain. 
Because chains are independent and closed, it 
is very difficult to interact with each other. Even 
the network belonging to the same system 
is difficult to achieve cross-chain interaction, 
such as private chains (or consortium chains) 
constructed based on Ethereum are difficult to 

Two-Tier Architecture Model
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connect and interact with public chains. At the 
same time, the function and performance of 
these blockchain systems cannot fully meet the 
demand of industrial application scenarios.

In specif ic appl icat ions, the data 
exchange process will inevitably encounter 
the transfer of resources from one resource 
system to another, and the structure of the 
two resource systems is different from time to 
time. In this regard, we adopt multi-chain and 
multi-contract design criteria, make full use 
of the tree structure of heterogeneous forest 
network, and divide the leaf nodes, branches 
and trunks according to the business logic, so 
that each subset is fully customized, which not 
only ensures the business subset to operate 
efficiently in a stable and reliable environment, 
but also maintains the information interaction 
ability with the overall system. In addition, 
LEBEN provides a decoupled cross-
chain channel protocol that enables it to 
access and interact with resources outside 
the system. It also supports data exchange 
among different business chains. Through 
cross-chain smart contracts, businesses 
can focus on doing business itself and to 
effectively support real application scenarios.

Interactive Smart 
Contract

The traditional smart contract is only 
designed for the account fund transfer, and 
its function is extremely limited. It cannot meet 
the diverse needs brought by knowledge 
computerization. Therefore, we redesign the 
smart contract system and adopt the execution 
mode of the intermediate layer, which not only 
makes the smart contract compatible with more 
design languages, but also makes it have the 
ability to interact.

Interactive smart contracts provide 
a broader application space than traditional 
ones. This type breaks the restriction that smart 
contract can only be used in specific data. By 

means of interaction, computerized knowledge 
can be well expressed and become more 
tailored to the needs of the industry.

In the medical field, by calling for smart 
contracts designed for specific diseases, 
user experience better than that of traditional 
guidelines can be obtained. In the meantime, 
excellent interactive design can fit inquiries, 
screening, diagnosis, cure and rehabilitation 
procedures of the treatment process to provide 
better assistance for doctors.

Operation Of Interactive Smart Contract

Interactive Smart Contract Architecture
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Smart Contract Store

Smart Contract Store

Smart contract store is a medical 
knowledge sharing platform for medical 
institutions, doctors, smart equipment and 
other medical diagnostic decision makers. It is 
a C2C medical knowledge computing smart 
contract trading platform with a complete multi-
mode external service interface (BaaS service 
+ API service + APP service). Top medical
experts formalize medical knowledge smart
contracts based on evidence-based medicine
and clinical experience, and undertake
compensated sharing in an open smart
contract store in a component-based manner.
Medical workers acquire accurate, trusted and
timely updated medical knowledge through
ASC, and apply it to diagnosis and treatment
equipment to conduct the best diagnosis and

optimize treatment plans through the standard 
application program interface, or load it into 
smart auxiliary medical equipment to improve 
rehabilitation efficiency and intervention effect.

Smart contract store based on blockchain 
adopts distr ibuted system architecture 
combined with medical application scenarios 
to undertake data fragmentation processing, 
which achieves automatic expansion, high 
availability and security tamper-proof under the 
open autonomous management mode of 
smart contract store. Furthermore, the smart 
contract store supports natural language fuzzy 
retrieval, establishes a multi-modal data model 
of medical knowledge, integrates data elements 
such as basic attributes, semantic attributes, 
underlying features and raw data, and displays 
the whole family of medical knowledge 
intelligent contracts by visualized map.
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Business Applications

 Smart Diagnosis and 
Treatment

With the help of blockchain technology, 
LEBEN has established a trusted medical data 
sharing platform, which standardizes medical 
information circulating rules, promotes the 
computerization of medical cases, and ensures 
the completeness, authenticity, privacy of 
medical information. During the process of 
smart diagnosis and treatment, decentralized 
data from various institutions can be integrated 
by doctors to generate trusted medical 
records of the whole life circle. Meanwhile, 
doctors’ medical knowledge and experience 
will circulate on the platform in the form of smart 
contract, hence providing support to medical 
decision automatically and efficiently. In this 
way, smart diagnosis and treatment will achieve 
juristic business compliance and medical quality 
control. It will present as a perfect combination 
with modern precision medicine based on big 
data, artificial intelligence and genetic testing.

LEBEN also established an 
interconnected hierarchical diagnosis and 
telemedicine system. Medical institutions’ 
network nodes that have joined 
LEBEN ecosystem can share the medical 

information fairly, safely and in a mutually-
trusted manner. Simultaneously, medical 
information will stay within data 
owners’ authorized boundary, which can 
significantly facilitate a safe, effective and 
controllable medical information flow of 
hierarchical diagnosis. As LEBEN ecosystem 
network expands, medical institutions may 
acquire patients’ original medical information 
rapidly after being authorized, then circulate 
initial diagnosis information to professional 
medical institutions of higher levels. Medical 
solutions can be developed quickly and medical 
resources can be distributed reasonably. 
Therefore, an all-round and high-efficiency 
scientific medical system of hierarchical 
diagnosis is achieved.

LEBEN’s medical collaborative 
mechanism will better support multi-party 
collaborative diagnosis and treatment, as well 
as the participation of artificial intelligence, 
hence remove the limitations of different 
regions, institutions and medical conditions. 
Small and medium sized medical institutions 
and ordinary doctors may acquire all the 
necessary resources and professional 
knowledge. Patients will also receive faster 
support from large medical institutions and 
more competent doctors.

LEBEN Business 
Applications

Based on the technology of blockchain and smart contract, LEBEN has achieved 
decentralized medical data sharing and knowledge computerization, and supports 
business applications of smart diagnosis and treatment, hierarchical diagnosis, 

telemedicine, chronic disease monitoring, health management and large-scale medical 
research collaboration. From modern cities of the high medical level to remote regions which 
lack satisfactory medical services, with the assistance of LEBEN, medical knowledge will 
be shared unimpededly and effectively, therefore achieve the homogenization of medical 
level. Meanwhile, LEBEN has established surgical big data quality control system and large 
cohort study system to facilitate the progress of medical research and quality control, as 
well as boost the development of technology with the power of data.
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The traceability of blockchain can help 
medical institutions trace patients’ prognosis 
after smart diagnosis and treatment, provide 
fundamental information for therapeutic 
effect evaluation. Since it’s unable to be 
tampered with, blockchain will guarantee that 
medical equipment conducts smart diagnosis 
and treatment under a pre-set standard. 
Assisted by smart contract, smart diagnosis 
and treatment’s active supervision will 
become easier to achieve. When emergency, 
abnormal or irregular issues appear, smart 
contract will immediately send messages to 
the administrator, so that patients are perfectly 
secured, and the quality of medical care is 
improved.

 
Chronic Disease 
Monitoring and Health 
Management

With the aging of the population and the 
increasing of aged population in the world, 
chronic diseases become a challenge that 
keeps threatening human beings. World Health 
Organization (WHO) has warned that chronic 
disease is becoming one of the major causes 
of death globally. It is predicted that by the 
year 2030, people who die from heart attack 
or stroke will be even more than those from 
infectious diseases in developing countries.

Chronic disease is normally undetectable 
and has many dangerous factors. Because 
of these characteristics, the monitoring must 
involve many smart wearable devices, as 
well as the integration and exchange of daily 

monitoring data. By virtue of LEBEN, 
blockchain technology can observe patients’ 
dangerous factors which related to chronic 
diseases, and collect all sorts of trusted 
chronic disease monitoring data. LEBEN 
has built up a data exchange platform and 
chronic disease risk warning modules based 
on integrated medical data, which not only 
achieves trusted exchange of smart monitor/ 
examination equipment’s data and 
efficient clearing and settlement, but 
realizes the real-time monitoring and early 
warning of key chronic diseases.

As soon as the monitoring system 
issues warning, with the assistance of artificial 
intelligence algorithm and smart contract 
technology platform, based on the 
specific level of warning and characteristics 
of chronic disease, the system will provide 
corresponding auxiliary diagnosis, intelligent 
rehabilitation equipment and health 
management solutions as countermeasures 
to emergent chronic diseases and 
improve patients’ health conditions.

Large-scale 
Collaborative Medical 
Research and Ethical 
Review

With polycentric cohort studies as the 
representative, large-scale collaborative medical 
research is the most powerful link in the chain 
of evidence for causation of disease. Nearly 
every issue of the top medical magazines 
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contains reports of large-scale cohort studies’ 
results. Since the studies have relatively high 
requirements and cover various research 
subjects (not to mention the complexity of data 
gathering process and long tracing time, the 
cost is enormous. Averagely speaking, a typical 
large-scale cohort study costs approximately 
30 million US dollars. 

Based on blockchain technology, 
LEBEN platform is the best tool for large-scale 
collaborative medical researches. From the 
recruit and screening of research participants, 
questionnaire design, data collection, clinical 
tests to follow-up visits, the platform supports 
the initiation and completion of researches 
globally, and significantly shortens the 
research time. For traditional large-scale cohort 
studies, especially multi-center studies, 1 to 
3 years are usually required to recruit objects 
of study, and another 5 to 20 years’ time 
to complete the follow-up visit of research 
results. LEBEN platform can push forward 
large research centers to offer data exchange 
service by encryption techniques and incentive 
system (individuals can be motivated to join, 
which shortens the recruiting time to months. 
Meanwhile, blockchain technology can achieve 
data integration (including gene, behavioral 
factors, environmental exposure factors, 
occupational habits, medical records, etc.. By 
tracing back research participants’ full 
life cycle, the time of follow-up visit and 
expenses will reduce by 5 to 10 times. 
Blockchain technology’s tamper-resistant 
ability will prove the entire research system’s 
correctness, so that the counterfeit and error 
rate of the large-scale cohort database will be 
decreased, which sharply improves the sharply

 improves the credibility of research.

Ethical review is the foundation of every 
medical research. Before the start of large-
scale medical research, the proposal should be 
audited by LEBEN’s medical ethical 
censorship organization to ensure that 
the research accords with basic 
principles of respect, interests and fairness 
by completely assessing the potential risks, 
scientificity and generated profits. 
Simultaneously, blockchain technology is 
utilized to record participants’ authorization 
and data sharing permission after the beginning 
of large-scale collaborative medical research. 
The submitted smart contract algorithm will also 
be reviewed, which can protect participants’ 
legitimate rights from the origin, and conduct 
the research ethically.

From a long-term perspective, supported 
by LEBEN platform, the medical data exchange 
system can acquire more realistic, 
comprehensive and trusted research data; 
establish a method system which is more 
similar to real clinic conditions; and support the 
clinic researches of the real world. The lack 
of trusted data once constrained some new 
“large-scale medical researches” in the old 
days, whereas based on the completeness of 
this system, those researches not only become 
possible to conduct, but able to answer the 
questions like “the actual effect and population 
differences of medication treatments” and 
“comparative effectiveness of 
medications” (these questions couldn’t be 
answered by traditional clinical experiment). 
LEBEN platform will promote various research 
methods which are heterogeneously collected.

LEBEN Business 
Applications
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Surgery Quality Control 
and Standardization

Surgical operation is an indispensable 
part of modern medical services. According 
to the World Health Organization’s statistics, 
approximately 50% of inpatients’ adverse 
issues are related to surgical operation. Based 
on LEBEN surgery quality control system, 
the completeness of surgery records and 
patients’ information is ensured by blockchain 
technology. And extensive sharing of the data 
can be achieved by recording the patient’s 
authorization. Meanwhile, with the combination 
of LEBEN smart contract & surgery data 
mining technology, experience of clinical 
operation, together with over 400 smart 
pre-operation risk assessment models and 
surgical approaches, patients will receive the 
optimal operation plan.

The traceability of blockchain can help 
medical institutions trace the prognosis of 
patients after surgery, providing evidence for 
therapeutic effect evaluation and quality control 
and supervising the management of hospitals. 
Surgeons may adjust the structure of smart 
contract through the conditions of prognosis, 
and the operation smart contract which has the 
lowest post-operative mortality and 
recurrence rate will be widely employed 
and shared. Therefore, the knowledge 
sharing, exchange and improvement of 
surgery experience can be achieved, and the 
risk of operation can also be better controlled.

Data-driven Health 
Insurance

Traditional health insurance merely covers 
the healthy population, but the middle-and-high 
risk group of people which really need health 
protection are either unable to get insurance, 
or acquire insurance with illness after illegally 
violating the risk control system. The original 
intention of risk sharing is difficult to achieve.

LEBEN’s health insurance types are 
designed based on the data. Through the 
analyzation of diseased population’s 
incidence, disease risk factors, clinical pathway 

and cost of medical services, a disease risk 
model based on huge trusted medical data is 
set up. LEBEN health insurance can design 
insurance types for different risk groups and 
provide guidance for the product’s terms 
of service and pricing. Hence a real sense of 
accurate pricing insurance can be realized.

When medical treatment occurs, smart 
contract will trigger insurance underwriting, 
automatic clearing and settlement, which will 
improve policyholders’ experience. With the 
accumulation of user and insurance claim 
settlement information, big data analyzation 
will detect the driving factor of policyholders’ 
expenses and the key cause of the medical 
expenses. While guaranteeing the medical 
service quality and patients experience, medical 
service expenses will be precisely controlled.

Use Cases

Congenital Heart Disease (CHD) is the 
most common birth defect. It features high 
fatality and disability rate, and its morbidity rate 
can reach 1%.  According to WHO’s statistics, 
approximately 1.5 million infants are born with 
CHD annually around the world. To detect CHD 
before birth, early discovery of the abnormity of 
structure or function from ultrasonic cardiogram 
is the key. Whereas comparing with the 
high morbidity rate, the number of ultrasonic 
diagnosticians for the fetus is limited. Take 
China as an example, there are 20 million 
newborns annually, but only 30 thousand 
ultrasonic diagnosticians are available, while 
most of them are located in well-developed 
regions. The shortage of medical resources 
cannot meet the huge demand of prenatal 
diagnosis and treatment, hence a large number 
of CHD patients are unable to receive effective 
diagnosis or treatment. Due to the status quo, 
families and even the entire society are carrying 
heavy burdens.

Cooperated with some large hospitals in 
Beijing, LEBEN has developed its product 
“CHdoctor”. Utilizing artificial intelligence, 
blockchain and smart contract, CHdoctor can 
provide support for the diagnosis of fetus’s 
CHD. Based on AI ultrasonography 
analyzation, computerized CHD experts’ 

LEBEN Business 
Applications
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Take CHD screening as an example, this single 
project’s expectable market size (based on 
the cooperation channels already secured will 
reach 300 million CNY. LEBEN will have 45 
million CNY out of it.

Application users in the medical industry 
are able to undertake trusted exchange and 
processing of data without changing its 
ownership –  this is an innovative characteristic 
of LEBEN CHdoctor. Sensitive data’s value 
will be maximized, as it can circulate effectively 
under strict protection. Meanwhile, CHdoctor’s 
smart contract will promote the circulation and 
application of professional medical knowledge; 
improve the non-specialized institution’s 
medical treatment capability; and accelerate the 
construction of medical treatment classification 
system. With the help of value circulation 
system redesigned by LEBEN, the interest of 
every party in the process will be completely 
expressed according to market rules.

LEBEN streamlines the entire medical 
industry chain. On the one hand, it ensures a 
better outcome of various parties’ contribution 
and provides patients with high quality medical 
treatments. On the other, as a medical platform, 
it also motivates all sectors of the society to 
participate in this field; promotes new model & 
new form of business operation; and offers its 
assistance to improve the national medical 
service standard.

Images of CHdoctors

medical knowledge will become exchangeable 
smart contract, GPs can use this support by 
employing the smart contract and improve 
their screening capabilities. CHdoctor can also 
provide other services, such as triage, expert 
consultation, gene detection and duel referral. 
Besides these, social welfare institutions and 
insurance companies may query clients’ 
data conveniently; shorten the authentication 
and compensation period; and promote the 
efficiency & usage experience of the whole 
process.

When using CHdoctor, data collection 
and exchange will employ a brand new trusted 
scientific computational model. The data 
ownership and use right will be separated. 
There is no need to collect data beforehand 
as it can be accessed through checking the 
directory with the private key. Data also will be 
transferred in a sandbox, which ensures that it 
is “usable but invisible”. Additionally, it’s 
guaranteed that data is used in a reasonable 
range – achieving the effect of “Burn After 
Reading”.

During the entire diagnosis and treatment 
process, CHdoctor will redistribute the value 
produced from treatment by smart contract. 
Four sides – knowledge provider (hospital, 
knowledge developer (expert team, knowledge 
user (general practitioners) and knowledge 
circulator (LEBEN) will share the value.  

LEBEN Business 
Applications
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Economic System

Design Philosophy

Design Background

Through LEBEN’s reform and 
optimization of blockchain smart contract, 
doctor’s  medical  knowledge  can  be 
shared to assist medical practitioners in 
providing diagnosis and treatment to 
more patients. LEBEN promotes the 
circulation and dissemination of medical 
knowledge, so that the value of medical data 
will be amplified infinitely to solve the 
imbalance allocation of global medical 
resources. LEBEN also achieves trusted 
medical data exchange through 
blockchain technology. The isolation of 
medical data will be a bottleneck for the 
industry’s development. LEBEN will cover 
every single corner of the world with modern 
medical knowledge and products through an 
impeccable data exchange platform, bring 
more possibility for the global 
homogenization of medical quality.

Thought of Design

    
      
      

    
      
       

     
    

        
       

    

Through the motivation and sharing 
mechanism ASC and CSC LEBEN’s multi-
win sharing economy system will 
provide momentum for the entire medical 
industry chain of the platform, and form 
an economic circulation system which can 
expand and circulate constantly.

LEBEN Economic 
System

I           
       

  

          
          

          
  

 o psefs up cfuufs sfbmj{f uif njttjpo pg MFCFO- xf＂wf ftubcmjtife bo
 jnqfddbcmf fdpopnjd tztufn/ Ju jowpmwft qbujfout- epdupst- nfejdbm jotujuvujpot-
 qibsnbdfvujdbm dpnqbojft- jotvsbodf- ufdiopmphz tfswjdf qspwjefst boe puifs nbkps 
qbsujdjqbout pg uif nfejdbm joevtusjbm dibjo/ Xjui uif bttjtubodf pg cmpdldibjo ufdiopmphz- 
MFCFO ifmqt nfejdbm ebub boe lopxmfehf djsdvmbuf xjui wbmvf/ Xpsljoh xjui xpsme. 
sfopxofe ejhjubm dsfeju qbsuofst- MFCFO qspwjeft jodfoujwft gps bmm qbsujdjqbout jo uif 
qmbugpsn boe ifmqt uifn up dpnqmfuf qbznfou boe tfuumfnfou hmpcbmmz/

 MFCFO＂t fdpopnjd tztufn jt eftjhofe 
up sfbmj{f jut njttjpo Ⅸ hmpcbm ipnphfoj{bujpo 
pg nfejdbm rvbmjuz/ Cz xpsljoh xjui ejhjubm 
dsfeju qbsuofst- epdups＂t lopxmfehf boe 
nfejdbm ebub dbo cf nfbtvsfe cz ejhjubm 
dsfeju boe uifo cf tibsfe/ Cbtfe po uijt- 
MFCFO ibt ftubcmjtife b nvmuj.xjo tibsjoh 
fdpopnjd tztufn cz jouspevdjoh ejhjubm 
dsfeju qbsuofst- tp uibu bmm uif qbsujdjqbout xjmm 
sfdfjwf boe tibsf wbmvf/ Uif dpsf hpbm pg uijt 
tztufn jt up jodsfbtf uif cfofgju pg nfejdbm 
qsbdujujpofst boe jotujuvujpot boe sfevdf 
qbujfou＂t fyqfoejuvsf/
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User

Patient: Patient who search for medical 
services on LEBEN platform.

Diagnosis & treatment service provider: 
institutions or doctors who offer medical 
services to the patient on LEBEN platform.

Medical knowledge sharer: doctors and 
experts who share their medical knowledge 
and form smart contract on LEBEN platform.

Medical data contributor: participants 
who provide metadata to LEBEN, including 
patients, doctors and medical institutions. 

Technology service provider: participants 
who provide technology service to various links 
of LEBEN, including algorithm providers, 
computing power providers, storage providers, 
tool developers, etc.

Medical industry institution: pharmaceutical 
companies, insurance companies, medical 
equipment manufacturing companies, etc.

Application Service Credit (ASC): Payment 
and settlement of application service fees for all 
medical services, algorithm services, and data 
asset exchanges on the LEBEN platform.

 

Application Service Credit

Computing Service Credit

  

 

LEBEN Economic 
System
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mfbejoh tubcmf ejhjubm dvssfodjft boe qbsuofst 
xip qspwjef dvtupnj{fe tubcmf dsfeju 
tfswjdft gps uif MFCFO qmbugpsn- tvdi bt VTEU- 
UVTE- HVTE- fud/

Computing Service Credit (CSC): A 
computing service fee that motivates and pays 
for computing services, billing services, clearing 
services, and user contributions on the platform.

DTD Sfrvjsfnfout; B ejhjubm dsfeju- 
MFCFO joufoet up tfmfdu  bnpoh uif xpsme(t 
mfbejoh  ejhjubm dvssfodjft boe qbsuofst  xip 
qspwjef dvtupnj{fe ejhjubm dsfeju gps uif 
MFCFO qmbugpsn boe qspwjef jodfoujwf  tibsf gps 
MFCFO qmbugpsn qbsujdjqbout- tvdi bt FUI- 
CDI-  DPOGMVY- TFFMF- LKBT fud/ /

Jo uif MFCFO qmbugpsn-  tdjfoujtut jowpmwfe 
jo sftfbsdi op mpohfs  offe up cf jo uif tbnf 
dpvousz ps  sfhjpo/ Uispvhi DTD- qbznfou boe 
tfuumfnfou dbo cf dbssjfe pvu bdsptt uif 
dsfeju c pvoebsz- boe DTD cfdpnft uif 
fdpopnjd mjol pg lopxmfehf dpoofdujpo- 
bmmpxjoh nfejdbm ebub up  gmpx/

The LEBEN platform uses CSC to 
motivate platform participants to reduce 
industrial R&D costs and adjust the cost 
structure of medical services from treatment to 
diagnosis. Doctors share knowledge through 
production contracts, gain greater benefits and 
long-term economic incentives, and patients 
can reduce medical costs by acquiring CSCs.

In the LEBEN platform, the ecological 
benefit sharing mechanism is provided to the 
participants, and the ecological participants who 
meet the conditions according to the contract 
share the ecological benefits by obtaining the 
CSC.

Dsfeju jo Djsdvmbujpo

BTD Sfrvjsfnfout; B tubcmf dsfeju- 
MFCFO joufoet up tfmfdu bnpoh uif xpsme(t
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Basic Model Of  LEBEN’s Economic System

Basic Model

   We will connect the participants on the 
platform by ASC and CSC, and promote a 
healthy development of the entire ecosystem. 
The specific ecosystem model is as follows:

     Patients can acquire CSC by contributing 
medical data or participating in medical 
research. The acquired CSC can be converted 
to ASC to pay for the smart contract of diagnosis 
and treatment, as well as receive medical 
services. Besides, CSC can also be used to 
purchase other related health services. LEBEN 
have secured cooperation agreement with third-
party insurance institutions, so that users can 
purchase medical insurance services directly 
through ASC.

      As the primary part of the medical service, 
doctors can transform their medical knowledge 

into smart contract, and acquire ASC by selling 
their smart contracts. 
Doctors can also acquire ASC by offer clinical 
service to patients. Moreover, ASC can be used 
to purchase medical research service or more 
advanced contract of diagnosis and treatment.

Third-party institutions of medical industry 
like pharmacy, insurance, medical equipment 
suppliers can acquire medical data by 
purchasing contracts. They can also improve 
the R&D efficiency by participating in clinical 
cohort studies or provide medical insurance risk 
control management service to patients.

LEBEN platform developers can work 
with doctors to transform more medical 
knowledge into contracts, develop appropriate 
medical tools, and obtain ASC based on data 
provided by the LEBEN platform and services 
provided by artificial intelligence.

LEBEN Economic 
System
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Participant’s Profits

Patient

After receiving medical service successfully on LEBEN platform and contributing individual medical 
data, patients may acquire multiple benefits:

● Patients will obtain ASC when their data is utilized by the smart contract of LEBEN platform;

● Patients will acquire bonus CSC when their data is utilized by smart contract of LEBEN platform;

● Patients will acquire bonus CSC after successfully receiving medical services on LEBEN platform.

Either receiving medical service or contributing individual medical data, patients will 
constantly receive CSC on LEBEN platform, which significantly reduces the cost of medical 
service.

LEBEN Economic 
System
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Diagnosis & Treatment Service Provider

LEBEN Economic 
System

Diagnosis & treatment service provider who offers patient services, and obtain shared medical data 
authorized by patients will receive multiple benefits:

● Diagnosis & treatment service providers will acquire reward ASC when offering patients
services on LEBEN platform;

● Diagnosis & treatment service providers will acquire ASC the fee of use when their shared
medical data is utilized by smart contract of LEBEN platform;

● Diagnosis & treatment service providers will acquire bonus CSC when their shared medical
data is utilized by smart contract of LEBEN platform;

● Diagnosis & treatment service providers will acquire bonus CSC after successfully offering
medical services to patients.

Either providing medical services or obtaining shared medical data authorized by patient, 
diagnosis & treatment service providers will constantly acquire ASC and CSC on LEBEN 
platform, which significantly increases the revenue.
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Medical Knowledge Sharer

LEBEN Economic 
System

Medical knowledge sharer who shares and circulate individual medical knowledge through the form 
of contract on LEBEN platform will receive multiple benefits:

● Medical knowledge sharers will acquire ASC the fee of use when their smart contracts are
called by users on LEBEN platform;

● Medical knowledge sharers will acquire reward CSC when their smart contracts are called
by users on LEBEN platform;

● Medical knowledge sharer who has successfully created smart contracts will be rewarded
with CSC.

By sharing medical knowledge on LEBEN platform, medical knowledge sharers will 
constantly receive reward ASC and bonus CSC. The value of their medical knowledge can be 
fulfilled, and the contribution to the improvement of medical level can be made.
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LEBEN Economic 
System

Medical Data Contributor

After being authorized by patients, medical data owner may contribute the data (metadata) to 
LEBEN platform and receive multiple benefits.

● Contributors will receive ASC the fee of use when their medical data is utilized by the
smart contracts of LEBEN platform;

● Contributors will obtain reward CSC when their medical data is utilized by the smart
contracts of LEBEN platform.

Contributors will receive reward ASC and bonus CSC after contributing data on LEBEN 
platform. In this way, the value of medical data on LEBEN can be fully exploited. Meanwhile, 
trust barriers will be broken down.
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 ASC's and CSC's Role in 
LEBEN Platform

 

LEBEN Economic 
System

• ASC's Role

Participants in the LEBEN economic 
system pay ASC, burn CSC to obtain data, 
contracts, services, etc. to meet their own 
needs, while receiving ASC rewards, CSC 
bonus, LEBEN’s business growth will continue 
to provide momentum for its economic system 
cycle.

• CSC's Role

Patients, diagnosis and treatment service 
providers, knowledge sharers and data 
contributors are the fundamental components of 
LEBEN. Through the abundant rewards of ASC 
and bonuses of CSC, LEBEN platform will 
complete its primitive accumulation of medical 
data rapidly.

Third-party institutions in the medical 
industry such as suppliers of pharmaceutical 
products, insurance, medical equipment, etc., 
will fulfill their need of medical data by 
purchasing contracts with ASC on LEBEN 
platform. They can also increase the research 
and development efficiency by participating in 
clinical cohort studies and paying in ASC. Finally, 
they may provide better products and services 
with the help of LEBEN platform.

By connecting patients, clinical service 
providers, knowledge sharers, data contributors, 
pharmaceutical companies, medical equipment 
manufacturers and insurance service providers 
with ASC and CSC on LEBEN platform, a cross-
boundary circulation from traditional medical 
industry to blockchain healthcare has taken 
shape.

Meanwhile, ASC provided by medical 
institutions will be paid to underlying framework 
constructors. This group of people will receive 
another raise of income and have constructive 
exchanges with the institutions, leading to the 
expansion of LEBEN’s medical data pool and 
the size of the ecosystem.

Circulation and Expansion

 Jo MFCFO- qbujfout dbo qvsdibtf uif cftu 
nfejdbm tfswjdf xjui BTD/ Nfejdbm tfswjdf 
qspwjefst dbo qvsdibtf tnbsu ejbhoptjt boe 
usfbunfou dpousbdu xjui BTD jo MFCFO- boe 
bqqmz ju up dmjojdbm tfswjdf/ Bt gps uif uijse.qbsuz 
jotujuvujpot jo nfejdbm joevtusz- tvdi bt uif 
tvqqmjfs pg qibsnbdfvujdbm qspevdut- jotvsbodf- 
nfejdbm frvjqnfou nbz vujmj{f nfejdbm ebub 
boe tnbsu dpousbdu jo MFCFO- boe vtf ju jo uif 
efwfmpqnfou pg ofx qspevdut- bt xfmm bt 
qspwjef nfejdbm jotvsbodf sjtl dpouspm 
nbobhfnfou tfswjdf up qbujfout/ Lopxmfehf 
tibsfs nbz qbz pvu BTD boe usbotgpsn nfejdbm 
lopxmfehf joup nfejdbm tnbsu dpousbdu gps uif 
vtf pg uif efnboe tjef/ BTD jt uif usbotbdujpo 
tfuumfnfou dsfeju jo uif MFCFO tztufn boe 
sfrvjsft ijhi tubcjmjuz/

 Bmm qbsujdjqbout offe up vtf dpnqvujoh
tfswjdft jo ebub usbotbdujpot ps ebub bttfu 
usbotgfst boe DTDt offe up cf dpotvnfe jo 
uijt qspdftt/ DTD jt uif cvsojoh dsfeju gps 
dpnqvujoh tfswjdf jo MFCFO tztufn/ Bt uif 
ebub usbotbdujpo efnboe hspxt- uif wbmvf pg 
DTD xjmm bmtp jodsfbtf bddpsejohmz

 Nfejdbm joevtusz tusvduvsf xjmm bdrvjsf ebub 
gspn MFCFO boe sfdfjwf gjbu dsfeju bt 
jodpnf cz efwfmpqjoh cfuufs qspevdut boe 
tfswjdft gps uif dmjfout pg uif usbejujpobm nfejdbm 
joevtusz/ Dpssftqpoejohmz- gjbu npofz xjmm uvso up 
BTD uispvhi fydibohft- boe foufs MFCFO up 
cf vtfe up qvsdibtf npsf ebub boe 
tfswjdft/Uifsfgpsf- b wjsuvpvt djsdmf jt dsfbufe/
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Circulation And Expansion Of LEBEN’s Multi-Win Sharing Economy System

Super Node

Super Developer 
Incentive

Super developer incentive targets at the 
global top medical professionals. LEBEN hopes 
to motivate users to exchange medical 
knowledge through incentive system and will 
invite super developers to participate through 
invitation and registration.

Super Data Node 
Incentive

      
 

      Data quality is an important indicator 
for judging super data nodes. Data quality 
requires strict data auditing standards and 
professional reports. The more reports get 
audited, the more valuable become the data. 
The score of a data review organization for 
selecting the data nodes also has a significant 
impact on the value of the data.

 Ejhjubm dsfeju qbsuofst xpsljoh xjui 
MFCFO offe up qsfqbsf b rvpub up cf vtfe bt 
b npujwbujpo gps tvqfs efwfmpqfst xip bsf uif 
pxofst pg tnbsu dpousbdut pg uif qmbugpsn/ 
Sfxbset bsf ejtusjcvufe up tvqfs efwfmpqfst bu 
tpnf joufswbm- boe fwfsz ujnf b dfsubjo ovncfs 
pg efwfmpqfst xjmm sfdfjwf uif jodfoujwft/ 
Bddpsejoh up uif dbmmjoh ujnft pg tnbsu 
dpousbdut- usbotbdujpo＂t wpmvnf- vtfs sbujoht 
boe puifs ejnfotjpot- tvqfs efwfmpqfst 
sboljoh jo uif upq qmbdft pg b dfsubjo qfsjpe dbo 
hfu uif jodfoujwf/

 Ejhjubm dsfeju qbsuofst xpsljoh xjui 
MFCFO offe up qsfqbsf b rvpub up cf vtfe bt b 
npujwbujpo gps tvqfs ebub opef/ Gps uif tvqfs 
ebub opef up cf npujwbufe bddpsejoh up b 
dfsubjo qfsjpe- fbdi ujnf b dfsubjo ovncfs pg 
tvqfs ebub opeft hfu jodfoujwft/ Uif tvqfs 
opef jt dpnqsfifotjwfmz nfbtvsfe bddpsejoh 
up uif tdbmf pg ebub- dbmmjoh ujnft- usbotbdujpo 
wpmvnf- vtfs sbujoh- fud/- boe uif poft pg uif upq 
sboljoh evsjoh uif dvssfou qfsjpe dbo hfu uif 
jodfoujwf/
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  Super data node incentive targets at 
organizations and institutions with large amounts 
of medical data. LEBEN hopes to motivate users 
to share medical data through incentive system 
and will invite super data node to participate. 

 Super Audit Node
Incentive

 Ejhjubm dsfeju qbsuofst xpsljoh xjui 
MFCFO offe up qsfqbsf b rvpub up cf vtfe bt b 
npujwbujpo gps tvqfs bveju opef/ Uif jodfoujwft 
bsf qfsgpsnfe po b sfhvmbs cbtjt boe bsf 
pcubjofe fbdi ujnf cz b dfsubjo ovncfs pg tvqfs 
bveju opeft/ Uif opeft bsf dpnqsfifotjwfmz 
nfbtvsfe bddpsejoh up uif rvboujuz boe rvbmjuz- 
bveju fggjdjfodz boe puifs ejnfotjpot/ Uif poft 
pg uif upq sboljoh evsjoh uif dvssfou qfsjpe dbo 
hfu uif jodfoujwft/



59

Ecosystem

In terms of business, the industrial chain 
of the healthcare industry can be divided into 
six layers:

（1）The main participants of the diagnosis 
and treatment layer include patients, doctors 
and medical institutions.

Accessing to medical services is the 
basic need for the survival and development 
of billions of people in the world. Therefore, the 
diagnosis and treatment layer is also the one 
with the most frequent data interaction and 
deposition. However, it’s also facing serious 
problems like uneven distribution of medical 
resources, data security risks and so on.

（2）The circulation business layer. Its
main participants include distributors and
logistics providers of medicine and medical
equipment, etc.

Besides the common medicines and 
equipment, there also exist special logistics 
requirements in scenarios like rare blood types 
and organs transplantation, which are highly 
time-sensitive. All of these pose a serious 

challenge to the logistics.

（3）The business layer. Its main participants 
include pharmaceutical manufacturers and 
medical equipment manufacturers.

Business layer is the essential part of 
the medical supply chain and is sensitive 
(to a certain extent) to macroeconomic 
environmental factors,

such as the pr ice f luctuat ions of 
pharmaceutical raw materials and equipment 
raw materials.

（4）R&D business layer .  I ts main 
participants include various scientific 
research institutions and R&D organizations.

It includes not only profit-orientated 
enterprises’ R&D departments and institutions, 
but also educational ones. Medical R&D has a 
high threshold, long cycle, and high risk, which 
requires a strong academic background and 
excellent research infrastructure. In addition, 
it should conduct a thorough and time-
consuming test plan during the clinical trial 
stage to collect important information and data 
for a large number of samples.

（5）Financial business layer. Its main
participants include insurance, payment and

LEBEN

At present, the medical resources in the healthcare industry are distributed in an 
imbalanced manner –  not only manifested in the ability of accessing medical 
services, but also in the serious data fragmentation phenomenon. LEBEN ecosystem 

consists of two layers: the empowerment ecological layer and the innovation ecological layer. 
It can solve the data fragmentation problem, promote the innovation of medical businesses, 
and realize the homogenization of medical resources by involving in industry practitioners, 
academia, researchers and government officials. Everyone is enabled to access equal 
healthcare services at any time, anywhere and on demand without taking too much economic 
risk. Ultimately, the universal health coverage will be achieved.

Ecosystem

Healthcare Industry
Analysis



60

other financial service providers.

Financial service providers run through 
the whole healthcare industry chain. For 
example, there are a large number of medical 
insurance for patients in the medical layer, and 
corresponding financial supply chain providers 
in the circulation & manufacturing business 
layer. So it is necessary to break through the 
different layers, collect large quantities of data, 
and then provide corresponding financial 
services.

（6）Others. Its main participants include
regulators, etc.

The regulator has a great responsibility 
to manage all the participants in the entire 
healthcare industrial chain.

In the current healthcare industry 
ecosystem, there exists an important issue that 
needs to be addressed urgently –  the uneven 
distribution of medical resources, which is 
manifested in two aspects:

First, from the perspective of supply 
and demand of medical services, the uneven 
distribution of medical resources is manifested 
in the patient's ability to obtain medical services. 
In well-developed countries and regions, 
the medical industry is quite advanced and 
resources such as scientific research, diagnosis 
and treatment and financial services are 
relatively concentrated. So the patients are 

able to access high-quality medical services 
at a lower cost. However, in under-developed 
countries and regions, the inadequate supply 
and unsatisfactory medical quality make it 
impossible for patients to obtain high-quality 
medical services. Or such services will cost 
them too much – a disease can make the 
family fall into poverty or bankruptcy. This 
situation seriously threatens the stability, 
prosperity and sustainable development of the 
entire society.

Second, from the perspective of the 
supply and demand of data assets, the uneven 
distribution of medical resources is mainly 
manifested by the serious data fragmentation. 
Specifically, in the medical diagnosis and 
treatment layer, billions of patients are in direct 
contact with medical institutions and doctors, 
resulting in the greatest amount of data 
interaction and deposition. These data have 
significant value and are needed by participants 
in other layers. For example, pharmaceutical 
product developers and research organizations 
need them to support research to provide 
better medical services. Financial organizations 
such as insurance companies also need them 
to provide more reliable services. Regulators 
need a large amount of data to understand 
the situation and enhance response capacity 
of the epidemic disaster, etc. However, in the 
previous technical environment, there was no 
large-scale, secure and reliable data exchange 
and sharing mechanism, which led to the 

Status Quo Of The Medical Industry

EcosystemLEBEN
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fact that the data was not circulated legally 
and efficiently between the supplier and the 
purchaser. Therefore, not only the value of 
data is not fully exploited, but the creation and 
supply of the algorithm is restricted, resulting 
in the algorithm demand cannot be fulfilled. In 
addition, a large number of illegal phenomena 
such as data leakage, data reselling and theft 
have emerged, confusing the data ownership 
and data use rights. This will seriously damage 
the legitimate rights and interests of the data 
owners.

Ecological System

Ecosystem Overview

In general, LEBEN ecosystem has 
two layers and one aspiration.

 

  

  

to provide application service credit (ASC) and 
computing service credit (CSC) for LEBEN 
platform to realize data access and healthcare 
industry empowerment. Digital assets are made 
to be circulated freely.

The second one is the innovation 
ecological layer. LEBEN takes the 
encouragement of medical application DApp as 
an important policy. With ASC and CSC as 
media, exchange platforms are fully employed 
to stimulate the development, application and 
promotion of DApp in various medical business 
scenarios, which will ultimately reshape the 
business model in the healthcare industry.

LEBEN will establish a highly inclusive and 
innovative ecological system through the 
establishment of the two layers to achieve a 
homogeneous distribution of medical 
resources. In this ecosystem：
（1） Information data can be legitimately

traded through the confirmation of rights.

（2） Information data assets become
assetized in supply and demand
matching.

（3） Ecosystem participants can be motivated 
to form a virtuous circle.

 LEBEN Ecosystem

EcosystemLEBEN

 Uif gjstu pof jt uif fnqpxfsnfou 
fdpmphjdbm mbzfs- xijdi csfblt uispvhi uif 
cbssjfs pg ebub gsbhnfoubujpo boe sfbmj{ft uif 
usvtufe ebub usbotbdujpo/ MFCFO sfhbset uif 
usvtufe ebub fydibohf qmbugpsn boe dpnqvujoh 
dfoufs dpotusvdujpo bt uif dpsf boe uif tqfdjgjd 
ejtfbtf bt uif tusbufhz- vtft uif tnbsu dpousbdu 
tupsf bt uif jnqpsubou bqqmjdbujpo- boe effqmz 
dppqfsbuft xjui hmpcbm ejhjubm dsfeju qbsuofst
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LEBEN’s ultimate ecosystem ambition is 
to achieve universal health coverage. After 
involving in industry practitioners, academia, 
researchers, and reshaping the medical 
business mode, LEBEN ecosystem will be 
further expanded to the governmental sphere. It 
will play a more and more important role in the 
major disease and disaster collaboration 
mechanisms of the global governments, and 
strive to extend the coverage to the whole 
population. LEBEN aspires to enable everyone 
to have access to equal healthcare services 
without facing too much economic risk at any 
time, anywhere, and on demand.

 

Data is embedded with use value from 
the moment of birth. But it isn’t assigned with 
value until someone is willing to bid for it in the 
market. The success of data transaction is the 
realization of the value, and the data owner 
obtains the value of the data at the cost of 
transferring the use value to the data user.

LEBEN Ecological Connotation

However, due to the inability to guarantee 
trust, the use of data assets equals to the 
“possession” of them under the current 
technical conditions. Keywords like “data 
openness”, “data transaction”, “data 
sharing” and “data exchange” are almost 
equal to “data leakage”. The data owners 
are not necessarily the users, but the data users 
can definitely obtain the data ownership. As 
the data use rights and data ownership cannot 
be distinguished, the owners are exposed to 
the risk of data leakage when they share their 
own data to others. In this case, data assets 
formed by organizations such as enterprises 
and hospitals, or individuals like patients and 
consumers are more like "pseudo-assets". 
Once being used, it will leak and privacy will 
become unprotected. Receiving continuous 
profits through the data transaction will be 
much impossible.

As a result, the data owner is unwilling 
to trade data, which results in the contradiction 
between the supply and demand. First, massive 
amounts of data are generated in real time. 
Correspondingly, all commercial, research 
institutions and other social sectors have very 
strong demand for data. They need to generate 
and update algorithms with massive data to 

EcosystemLEBEN

The Economic Value of 
Ecosystem

1.  Supply And Demand Dilemma  Of      
Digital Assets
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progress. However, there is no guarantee that 
data can be safely and reliably traded as a 
commodity between data production side and 
data demand side, which leads to the scarce 
data production, the low data mining value, 
and the limited availability of other digital assets 
such as algorithms and other medical services 
solutions. Second, along with abundant data 
supply and data demand, the leakage of data 
and illegal trafficking are serious.

All of this stems from the inability to 
separate the data use right and data ownership. 
As a result, the three links – data production, 
supply and demand will be severed, which will 
further lead to the entire supply and demand 
dilemma of the digital asset. Consequentially, 
the entire transaction market of digital assets is 
costly and stagnant.

2.  The Impact of LEBEN Ecosystem on 
Data Supply and Demand

In the initial stage, the LEBEN ecosystem 
has not been established. Artificial intelligence, 
big data, and blockchain technologies are 

relatively primitive. There are a lot of data 
production and potential data demand. 
However, data demand is limited due to the 
scarce data supply.

This stage faces two problems and 
difficulties: (1) the data is not fully mined; (2) 
the data ownership cannot be guaranteed 
so that the data cannot be traded safely and 
credibly. The above two factors jointly lead to 
the mismatch between data production and 
data supply, causing the scarce data supply. 
Other digital assets like algorithms can’t 
be generated, which directly leads to the 
supply and demand dilemma of digital assets, 
and further restricts the development of the 
transaction market.

Initial stage: Data use right and ownership 
are indistinguishable → Scarce supply from 
data owners → Data user demand needs to 
be satisfied urgently → Digital assets supply 
and demand dilemma → The stagnant  
development of digital asset transaction market.

LEBEN Ecosystem will solve the digital 
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assets supply and demand dilemma through 
the development of two stages and strive for 
the development of the next stage to improve 
social welfare.

（1）The first stage – LEBEN builds the 
empowerment ecology layer. The supply-side 
reform.

The trusted data transaction platform 
can clearly distinguish data ownership and use 
right. It becomes possible to make data assets 
useable but uncopiable by using technology, 
hereby reducing transaction costs and liberating 
data supply. Therefore, data assets can be 
traded quickly, fairly and safely and data supply 
and demand can be matched for a prosperity 
trading market.

LEBEN empowerment ecological layer: 
Trusted data transaction platform establishment 
→ Liberation of data supply → Data supply and
demand satisfaction → Digital asset supply
increases → Digital asset supply and demand
satisfaction → Digital asset trading market
prosperity.

（2）The second stage – LEBEN builds 
an innovation ecological layer. The demand- 
side boost.

Business innovation under the LEBEN 
ecosystem has completely liberated the 
demand for digital assets, which will facilitate 
the rapid development of technologies such 
as big data and cloud computing; enable 
data values   to be fully minded; and make 
data eventually be produced and supplied on 
demand.

LEBEN innovation ecological layer: The 
establishment of incentive mechanism and 

bus iness  innova t ion  → The demand 
o f  da ta  user is thoroughly stimulated →
The data value mining ability is improved →
The data production and data supply
gap is narrowed → The data supply and
demand are simultaneously expanded.

（3）The third stage: LEBEN
further expands to maximize the social value.

After the development of the first two stages, 
the LEBEN ecosystem will demonstrate 
a strong, inclusive and efficient system. 
Besides, LEBEN will seek cooperation with 
the official government, such as the 
introduction of the emergency response 
mechanism of major diseases and disasters 
to further pursue social welfare.

3.   LEBEN’s Ecological Value

The value of LEBEN lies in the fact 
that data supply can be expanded from the 
supply-side reform. In the empowerment 
ecological layer, a great environment is created 
to reduce transaction costs, improve 
efficiency by establishing a trusted data 
transaction platform in order to make data 
owners supply bravely, willingly and 
positively and to promote the balance of 
data supply and demand. After that, through 
establishing the innovation ecological layer, 
the user's data demand will be further 
stimulated, and data production and supply will 
be driven by data demand to create their own 
virtuous circle. It can realize the simultaneous 
expansion in the digital assets supply and 
demand and further promote the prosperity of 
LEBEN ecosystem.

EcosystemLEBEN
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The Ecological Vision

To serve the healthcare industry, 
LEBEN's ecological vision is to solve the 
data fragmentation problem to empower all 
participants in the field; promote the 
business innovation actively; reshape the 
business model and realize medical 
resource homogenization as well as 
universal health coverage.

There exists a progressive relation 
between the empowerment layer and the 
innovation layer. The accumulation and 
utilization of digital assets will increase while the 
data circulation improves. Under the diversified 
incentive mechanism provided by LEBEN 
innovation ecological layer, various DApps 
tailored for specific scenario demands will be 
generated continuously, which will promote 
business innovation and optimize the 
collaboration between various participants in the 
current healthcare industrial chain.

After a series of quantitative accumulation, 
a qualitative transformation will take place. The 
original healthcare industrial train featuring data 

fragmentation will improve and participants at all 
levels will cooperate more closely. So LEBEN 
ecosystem can promote the optimization and 
reconstruction of the business model of the 
entire healthcare industry.

In the healthcare industry reshaped by 
LEBEN:

1.For data asset users, such as insurance
companies and scientific research institutions,
LEBEN can make the data useable but
uncopiable,  and the sensitive data can be
utilized freely & extensively without worrying
about data leakage and related legal risks.

2.For data asset owners, they can use the data 
tools suite provided by the LEBEN ecosystem 
to standardize the data and obtain the 
profits & incentives by sharing data usage 
rights. Data can be fully mined and 
utilized, which realize its value in market 
transactions.

3.For the algorithm asset owners, their
knowledge and skills can be transformed into
algorithms and solutions, which will circulate

LEBEN!Fdptztufn!Usbejujpobm!Joevtusz!Fdptztufn
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according to market principles in the 
LEBEN ecosystem. The convenient sharing 
of their medical knowledge can in turn 
help them realize their personal values.

4.Finally, for billions of patients, with access
to the equal medical resources at anytime
and anywhere, the LEBEN ecosystem will
accomplish universal health coverage,
empowering patients to receive affordable
medical services. Universal health coverage
is the concept proposed by the WHO in
2013. Its goal is to ensure that everyone has
assess to the healthcare services without
suffering from huge economic risks (WHO,
2013). In the LEBEN ecology, we first build
a trusted data trading platform to enable all
parties to actively promote innovation so that
all individuals can get the healthcare services
on demand. Second, we also establish the
non-profit incentive and credit system to
provide corresponding medical financial
products for patients to make them become
able to afford it.

Empowerment 
Ecological Layer

  
Dstaalishment of an 
Dcosystem with Hifh 
Scalaaility

LEBEN adopts a brand-new smart 
contract technology that completely isolates 
the smart contracts that are currently tightly 
coupled, allowing each chain to serve multiple 
contract entities. And every contract entity can 
operate more than one blockchain. By doing 
so, we can essentially solve the heterogeneous 
cooperation and scalability of blockchain 
system to facilitate cross-chain contract access 
and application scenarios generalization, which 
will provide a strong technical support and 
guarantee for building a data trusted transaction 
and sharing platform for all parties in the 
healthcare industry.

  
Aoolication with 
Automatic Smart 
Contract

In the design of smart contracts, LEBEN 
introduces the “Domino” model, which 
changes the smart contract design from coding 
to visual drawing. It will release the contract 
design capability to business practitioners. In 
smart contract management, we can manage it 
by using three-tier structures such as smart 

Ecosystem

In LEBEN empowerment ecological 
layer, a trusted data transaction platform is 
built by employing blockchain technologies. 
It initiates reforms on the supply side by 
targeting specific diseases. All complicated 
and unstructured medical data will 
become identifiable, traceable and 
tradable to turn into data assets eventually, 
which will solve the "data silos" effectively. 
Meanwhile, we can further improve the 
efficiency of diagnosis and treatment for 
the healthcare industry.

Construction of the 
Trusted Data 
Transaction Platform

LEBEN realizes the separation of data 
ownership, data usage right and data execution 
right by employing technologies like "secure 
multi-party computing" and sandbox data 
transmission. The data itself does not get 
appended to the chain, while only the data 
directory does. Therefore, the data ownership 
is preserved by the supplier. Besides, the 

Data Center Deployment
Based on the computing power of 

individual users and enterprise users, LEBEN 
will continue to develop new computing 
resources around the world, to improve user 
data exchange and data computing 
experience, and to create more value with less 
resource consumption. At the same time, in 
order to better serve users, we will rely on 
partners or professional teams from all over the 
world. With computing centers deployed 
globally, it is ensured that computing investors 
get a steady return with the least amount of 
investment.

LEBEN

data transaction platform does not store the 
supplier’s data, but seal into a sandbox. 
Thus the sensitive data can be traded safely 
without leakage, and it can create value for 
relevant parties.
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Smart contract store is a C2C medical 
knowledge computing transaction platform with 
a complete multi-mode external server structure 
(BaaS service + API service + APP service). 
The products to be traded in the smart contract 
stores includes: algorithms (knowledge), data, 
and computing power, all of them will achieve 
fair pricing in transactions:

EcosystemLEBEN

contract templates, products, and execution 
layers. And we can also search, edit and audit 
it in a visualized manner. In smart contract 
monitoring, we can visually monitor the smart 
contract in multiple dimensions. It facilitates 
the promotion and use of smart contracts 
by visualizing the design, management, and 
monitoring.

Establishment of the 
Digital Asset Transaction 
Mechanism

LEBEN establishes digital asset 
transaction mechanism through “ASC”, 
“CSC” and “Smart Contract Stores”.
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（1）Algorithms Transaction

Within the LEBEN ecosystem, data 
sharing behaviors will be compensated when 
the medical knowledge and diagnosis methods 
of top medical experts are formalized by smart 
contracts. Through developing new contracts 
continuously → pricing based on transaction 
effects → developing better-optimized contracts 
based on better effects, LEBEN can built a self-
evolving ecosystem for smart contract and allow 
the contract components to maintain industrial 
application value, thus motivating developers to 
create better ones.

At the same time, LEBEN empowers 
algorithm developers to provide corresponding 
product components and development 
tools based on the smart contract store, to 
facilitate their cooperation with medical experts 
and improve algorithm development efficiency.

（2）Data Transaction

Data from essential data sources 
(hospitals and medical institutions) shall be 
cleansed and sorted first. Then fair pricing can 
be achieved after the data entering into smart 
contract stores for trading. 

At the same time, based on smart 
contract stores, LEBEN promotes the formation 
of a primary market for data transactions as the 
data distribution in healthcare industry is multi-
layered, which means that the data supply are 
both from individuals like patients, wearable 
devices and institutions like large hospitals and 
other organizations. Due to the limited 
professional knowledge and skills of individuals, 
it is more likely that institutions such as hospitals 
will obtain their data from individual and collect 
them and eventually form the transaction data 
which is easy to be traded in smart contract 
stores. This logic is very similar to the house 
renting market. The initial rental market is 
dominated by individual landlords. However, 
due to professional limitations and the market 
development, more and more individual 
landlords hand over their houses to long-term 
rental apartment agencies. It gradually forms a 
rental market structure with long-term rental 
apartment agencies as the main supplier. 
Therefore, we respect the law and actively 

create conditions to promote the development 
of the primary market for data transactions, and 
provide the corresponding product components 
for the transformation of institutions into data 
assets operation service providers.

（3）Computing Power Transaction

The provider provides the computing 
power and trades it at the smart contract store.

Innovation 
Ecological Layer

Incentive Mechanism

EcosystemLEBEN

In innovation ecological layer, LEBEN 
establishes a perfect ecological incentive 
mechanism to pull the demand side of digital 
assets, and encourages various DApp 
developers and innovators to cooperate with 
digital asset owners to make full use of the data 
assets formed in empowerment ecological 
layer. LEBEN can not only provide a platform for 
DApp developers and innovators to develop and 
innovate in their business fields, but also provide 
various DApp application distribution channels 
and crowdfunding development channels. 
Finally, it will be involved in industry, education 
and research to get through the medical 
industry chain and realize the cooperation.

Continuous Innovation 
in the Medical Business

Inspired by the LEBEN ecosystem, a large 
number of DApp developers, innovators and 
computing power providers, digital asset 
providers and users have joined in and the 
number keeps increasing. DAPPs in various 
specific medical business scenarios will emerge 
in large numbers to meet the needs of all 
participants in the medical industry chain and 
constantly promote the innovation of medical 
business, which includes but is not limited to: 
smart diagnosis and treatment DApps, 
hierarchical diagnosis and treatment DApps, 
telemedicine DApps, large-scale cohort study 
service DApp, auxiliary diagnosis for intractable & 
rare disease DApps, etc.
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LEBEN Roadmap

2019
-06 Q1 • Release the project and build the management structure;

• Establish R&D platform in China, Britain and America
• Establish core teams in China, Britain and America
• Release Principle Model Test Results
• Establish the Yale Research and Development Center

2019
-12

2020
-06

2020
-12

2021
-06

2021
-12

Q2

Q3

Q4

Q5

Q6

• Launch test platform
• Support basic data exchange between fundamental functions
• Contract development environment
• Release yellow paper: Data Trusted Exchange Technology

• Complete fundamental functions, Launch the main chain
• Data exchange supports the exchange of computing power

and algorithms
• Launch contract store
• Initiate the computerization of clinical guidelines for major

diseases with authorities
• Productization of CHdoctor
• Release yellow paper: Surgery Big Dada and Accurate

Diagnosis & Treatment

• Release a multi-stage accurate diagnosis & treatment system
for specific diseases, which integrate the first batch of data
and algorithms for specific diseases

• Develop health management application platform for
cardiovascular and cerebrovascular diseases

• Start the research and development of algorithm routing 
terminal chip

• Launch the training system for developers and users
• Release yellow paper: Data security

• In major medical service scenarios, smart contracts are 

invoked to support the complete "diagnosis and treatment 

process";
• Support large-scale third-party applications;
• Release health management application platform for 

cardiovascular and cerebrovascular diseases;
• Release yellow papers: Computerization of medical knowledge 

and smart contract.

Roadmap
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Core Team

Dr. Haogang ZHU  
Founder of LEBEN

LEBEN Core Team

Dr. Haogang Zhu, Founder of LEBEN
Professor, PhD supervisor, school of computer science, 
Beihang University
Introduced talent of Project Thousand Youth Talents in China 
Member of National E-Government Commission
Secretary General of China Blockchain Industrial 
Development and Application Extend Alliance
Researcher of National Institutes for Health Research (NIHR) 
of the Department of Health and Social Care (UK)
Former Researcher of the University College London

Dr. Jian Gao
Chief Economist of LEBEN
Former chief economist of China Development Bank, 
Director of Finance and chief representative of Hong Kong 
Representative Office

Former vice-president of China Development Bank

Doctoral supervisor of Chinese Academy of Fiscal Sciences

Dr. Wei Bi
Technical Consultant of LEBEN

PhD in Visual Science, University of London
Master in Computer Science, The University of Oxford
Deputy Secretary General, China Blockchain Industrial 
Development and Application Extend Alliance
Former researcher, PhD supervisor of the University College 
London
First author of 8 blockchain-related technology patents (Pending, 
submitted in 2017)
Dr. Bi has been invited to attend international academic 
conferences and has published work in journals such as the New 
England Journal of Medicine. His articles and opinions have been 
collected by BBC, London Chinese Radio, Complex UK, and other 
media sources.
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